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Cloud Computing

Cyber Insurance
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alicious Cyber Attack
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“* Cyber Risk
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Cyber Risk

“ Cyber Risk = HA[&7{2ll k= JE7|== 0712 5tK O|F0X|=
ES(YLFHO|LE 2H)0l|M Lilist = U= RS =2

Cyber Threats > Intellectual Property Risks

Legal/Regulatory Risks

d

/]
i

;
y

Reputation Risks

A= Lloyds (2010)
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< 288|AF 0]|2]0= SK Communications2t Nexon2| 7HQIEEH QEAIA
2 137 2 Ard

HABE &

o0

MA VIS DB 7#& At L D15 &2

=9 rabe =L S| Al

1 130,000,000 2009. 1.20 Heartland Payment Systems(0|=3)

2 94,000,000 2007.1.17 TJX Companies Inc.(0]=)

3 90,000,000 | 1984.6.01 TRW, Sears Roebuck(0]=3)

4 77,000,000 2011.4.26 Sony Corporation(0]|=3)

5 40,000,000 2005.6.19 Card Systems, Visa, Mastercard, American Express(0|=)

6 40,000,000 2011.12.26  |Tianya(Z=)

7 35,000,000 2011.7.28 SK Communications, Nate, Cyworld(&t=3)

8 35,000,000 | 2011.11.10 |Steam (Valve, Inc.) (0]=)

9 32,000,000 2009.12.14 RockYou Inc. (0]=3)

18 13,200,000 | 2011.11.25  |Nexon Korea Corp(&t=)

A= : Open Security Foundation(http://www.datalossdb.org)
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“ FUE,XH=E, 4E21(2009)01 2lsHH 20055 — 20074 Ato| 7HRIEH
FEAL] =X mshx} = 780 F, £5lulidE FEY2 2 11= #

(G2l : B, o2)
Foye Folvs 285y | uas e B

A2 & 28 73 28 15 144

ofafj o1 A 37,050,968 27,149,916 6,169,484 8,421 70,378,789

bl &= 37,048 54,300 18,508 59 109,915

A b= 1,323 743 661 4 763

Dal _| g
i
~
<
=
re

0
i
Ral
KU

File, Alete, 4E021(2009)
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(FMIA 7HoIME DB & £0]) * PGP/Ponemon?2| 2410j 2|5|H FL
s b O (Ehel ) 2o| MY SEAlD E HWAH|E2
ik v O|2: 6758 =y
ro ............................ v =2 25681 =l
“' v EQl: 3440t £t

v matA: 25301 Ehgy

v &F: 1834t =gy

ES
v Hat: 3430 gy
116

fow 29 2 FHE (20094 7|, 0|2 E EHM)

2004 2005 2006 2007 2008 2009 2010 20 2612

XtZ : Open Security Foundation(http://www.datalossdb.org)
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o EE
- EEMOIJQIEHEHSHA7I HIEZ0] U}UX| @l st 7fEHHI} XS
HE Salez HA (S0| O|FA.
v S3EZE : Privacy Act(1974)7} tHEX
v BIZHEZ : Fair Credit Reporting Act(1970), Health Insurance Portability

and Accountability Act(HIPAA 1996), Children’ s Online Privacy

Protection Act(1999), Gramm—Leach—Bliley Act(1999) S
.zt ER SxiEol M ohd, Bz IgolMe] XtgRHet slolsatel 2w

v IRIMEEHQE T X|'H(Data Breach Notification Law)
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< JeI™MBE =1 X|H(Data Breach Notification Law)

* California State Law SB 1386 (2003)0] A|Z}

© NUEE RE Al FHIHQ Lcluf SMAS SHK] 211 UL, ARLL A
2¢lo| 2F 1 X|[5lo{of 3t= 2lFxe M2 JHAUYERS 28 HAFE
0| d&stA &l= #A|7| obA

- H Y 2 /AL SAPE S48 71

HIMEQEDXY E2 X $HE)
(Etel - A)
2003 2005 2007 2008 2009
Eulfe) gua 1 19 39 45 46
FEMIAHS - 157 446 656 498
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_ o™ 22| 3| (Information
A HHEESY . :
= 19983 & =S Commissioner’ s Office)

=0l 200114 oH8IE B 5 5 Y g;[iéi:;géibeauftragter fur den
HE A, ’SEEPO' e 7H°|°| Ab5wofl 2tst . i
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Cyber H®AS

“* Managing Cyber Risk

Avoiding the risk

Retaining the risk

Mitigating the risk

Transferring the risk
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Cyber H8A|%

<» Cyber Insurance (Cyber Risk Insurance):

insurance contracts between insurance companies and enterprises
or individuals covering financial losses incurred through damage or
unavailability of tangible or intangible assets caused by computer

or network—related incidents.” (Anderson et al., 2008)
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Cyber H¢ A% : 0]

- HHE &Al Ol =0 St 242! (liability for loss or breach of the data)
v INCI™EE Zig| AlDHo|A| dhilist AHI2EXI] HAFEHQ! 2t HS 4l §to| H|E

- Q= S22 45t 74M HI2 (remediation costs to respond to the breach)
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. ET JiQIMES SR Al 2} H4E Q8 AE X
< THIS|A}

+ AIG, Chubb, Hiscox, Legion Indemnity Company, Lloyd’ s, Marsh,

St.Paul, Zurich north American Financial Enterprises &
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< EU 37159 B0z /U EEH S £ B SMUBAAEZ2 =7| TH|

< TH B|Ab

- ACE Europe, Hoscox, Lloyd’ s, Marsh, Park Insurance, Services,

Zurich North American Financial Enterprises S0| 22 AIE £|2

< ZZ INUZYE FSAtof chet MAIZl il of&Est7| sk

ENISA(European Network and Information Security Agency) St
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Cyber ¥ A%} U

AP & JHOIE S Sl Al ol

S e—bizH{ 4t

o /0

AL S =8=[Ale] CIX|E 2|A3 HyL &=0] UL EE=40] R

Lt 7t &E0| 0 M=
(ReHEEF)
T M A
ol @**jgggt’"ﬂ )"‘ﬂ’ggjz“”%“ e-Biz HAHY 53]
2005 - 681,616 684,647
2006 94,000 1,045,633 651,831
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