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Introduction

Cyber Incident and Cost Trends (2025)

Incident Volume (2025 YTD):
ITRC reports 2,563 incidents in first 9 months.
Impacting approx. 202 million victim notices [1].

Financial Impact by Region:
Global Average Cost: $4.44 million (decreased 9%).
United States Average: $10.22 million (Record High) [2].

Cost Disparity by Size (NetDiligence Study) [3]:

Metric SME Large Enterprise

Avg. Incident Cost $264,000 $10.3 Million
Business Interruption $1.8 Million $36.1 Million

Sources: [1] ITRC Q3 2025 Analysis, [2] IBM Cost of a Data Breach Report 2025, [3] NetDiligence Cyber Claims Study 2025
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Introduction

Cyber Insurance Market Overview

Figure: Cyber insurance market. Source: MarketsandMarkets.

NACIS 2025: Global premiums reached nearly $15 billion. North America: 64.9%
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Top 20 companies in US

Figure: DWP and loss ratios for the top 20 insurer groups.
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Introduction

Figure: Healthcare is still the costliest sector, while response times are improving

Maochao Xu (Illinois State University) Cyber-Insurance 5 / 18



Introduction

AI Risk?

(a) Incidents involving AI models (b) Impacts of incidents on authorized AI

Figure: AI exposure is not confined to one deployment mode, which complicates cyber underwriting and vendor-risk assessment. Future cyber pricing may
need separate loadings for AI governance, vendor dependence, and internal model deployment choices. Examples: 2024–Chatbot misinformation: Air
Canada; 2023–Confidential data leakage: Samsung and ChatGPT.
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Introduction

Why is cyber risk pricing uniquely hard?

W Fast-moving threats

Attack patterns, tools, and exposures
evolve faster than annual underwriting
cycles.

õ Sparse and shifting loss data

Claims histories are limited, policy terms
change over time, and observed losses
reflect a changing market.

¨ Interdependence and accumulation

Shared cloud, software, vendors, and
service providers can turn one event into
many correlated claims.

. Heavy-tailed losses

Rare but severe incidents dominate
capital requirements and pricing, yet are
the hardest to calibrate.

Cyber pricing is difficult because insurers must price evolving threats with limited data
while accounting for portfolio-wide accumulation from shared vendors, cloud platforms,
and software dependencies.
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Introduction

How cyber risk is priced today

In practice, cyber pricing is a triangulation problem.

Insurers combine exposure data, security signals, scenarios, and under-
writer judgment.

Exposure view

Uses size, sector,
revenue, records,
vendors, and core
controls.
Limitation:often
proxy-heavy and
backward-looking.

Security view

Uses scans, ques-
tionnaires, security
ratings, and control
evidence.
Limitation:may
miss internal context
and control quality.

Scenario view

Stress-tests ran-
somware, outage,
breach, cloud, and
vendor events.
Limitation:depends
on assumptions and
expert judgment.

Cyber premiums are built from multiple noisy signals and adjusted for limits,
exclusions, accumulation, and portfolio appetite.

Maochao Xu (Illinois State University) Cyber-Insurance 7 / 18



Introduction

How cyber risk is priced in practice

Evidence from public rate filings: cyber pricing is usually implemented through
rating algorithms, rather than one universal actuarial model.

Pricing Stylized formula Interpretation

Flat rate Pc = qc sc
1−ℓ Fixed premium for coverage c, based

on assumed frequency qc , average
severity sc , and loading ratio ℓ.

Hazard group Pi = Ph(i),c,L,R Premium selected from a filed table by
hazard group h(i), coverage c, limit L,
and retention R.

Base rate Pbase
i = BPi FlimitFretentionFindustry Exposure-based base premium ad-

justed by limit, retention, and industry
factors.

Risk modifiers Pi = Pbase
i

∏K
k=1 Fik Claims history, security controls, gov-

ernance, policy terms, and sublimits
enter as rating modifiers.

Public SERFF-style filings suggest cyber pricing is often table-driven, with increasing refinement
from flat rates to exposure-based formulas with underwriting modifiers. These are representative
rating structures; actual carrier models are proprietary and vary by insurer.
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Unifying representation of filed rating algorithms

P∗
i =

∑
j∈C

BPij

Kj∏
k=1

Fijk

× F discount
i × F policy term

i .

Pi = max{P∗
i , Pmin

i }+ Si .

Component Meaning

j ∈ C Coverage modules, such as third-party liability, first-party
incident response, cyber crime, system interruption, or
extortion.

BPij Base premium for firm i and coverage module j .
Fijk Rating factors such as limit, retention, industry, claims

history, data classification, security controls, governance,
sublimits, or retroactive date.

Pmin
i Minimum premium floor, applied after the calculated pre-

mium is obtained.
Si Explicit surcharge or fee, if separately applied.
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Introduction

How scenario models affect firm-level pricing

Scenario models are usually portfolio-level tools used to assess accumulation, capital,
reinsurance, and capacity.

Pi = Paccount
i + λacc

i , λacc
i ∝ ρ(Lport + Li)− ρ(Lport).

In practice, the scenario load may appear as:

higher premium or lower limit or higher retention or sublimits/exclusions.

Portfolio finding Possible underwriting response

High cloud/vendor concentration Higher accumulation load, lower offered limit, or stricter vendor exclusions.
High ransomware aggregation Higher retention, tighter ransomware sublimit, or stronger control requirements.
High business interruption tail Higher BI rate, waiting period, sublimit, or coinsurance adjustment.
High reinsurance/capital cost Higher technical price, capacity reduction, or portfolio rebalancing.
Diversifying account Smaller accumulation load or more favorable capacity.

Scenario pricing asks whether this firm increases the insurer’s exposure to shared
cloud providers, software vendors, MSPs, ransomware waves, or other systemic cyber
events.
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Introduction

Where current cyber pricing approaches fall short

Dynamic threat environment
Point-in-time assessments decay quickly as attackers, tools, vulnerabilities, and
exposures evolve.

Systemic accumulation risk
Cloud, software, vendor, and managed service provider dependencies can turn one
event into many correlated claims.

Extreme-loss tails
Rare but severe cyber events matter most for capital, reinsurance, and pricing
discipline.

Sparse data and reporting bias
Claims data are limited, while insured populations, policy wording, and control
standards keep changing.

Pricing errors are most costly when rare events become portfolio-wide losses.
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Introduction

Research 1: online probabilistic cyber risk updating

A framework for sequentially updating cyber breach frequency and severity as new
incidents or risk signals arrive.

F̂i,t(y) = Pr(Yi,t+1 ≤ y | Dt , xi,t , zi).

Cyber risk changes faster than traditional pricing and renewal cycles.

The model produces predictive distributions, not only point estimates.

Updated risk indications can support renewal pricing, monitoring, capital analysis,
and portfolio steering.
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Introduction

Research outcome: sequential cyber risk modeling
pipeline

What the algorithm
does

Uses historical
observations to
initialize marginal
and dependence
models.

Incorporates new
observations
through sequential
online updates.

Produces predictive
distributions for
underwriting and
portfolio monitoring.
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Introduction

Research 2: dependence-aware dynamic loss
modeling

A deep-learning framework that captures temporal dependence, cross-group
dependence, and nonlinear loss distributions for cyber risk prediction.

Lport,t =
G∑

g=1

Lg,t , (L1,t , . . . , LG,t) are modeled as dependent.

How dependence is captured in the architecture:

Temporal attention learns persistence and changing risk patterns over time.

Sector/context embeddings allow risks to differ across industries or groups.

Cross-group attention captures co-movement across related groups.

Mixture distribution output represents heavy tails, zero inflation, and predictive
uncertainty.
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Deep learning framework: CADA-Flow

Inputs and context. Historical
cyber observations are combined
with sector and time information.

Encoder. LSTM and attention
layers summarize temporal
patterns and cross-sector context.

Decoder I. Estimates the
occurrence probability, or
equivalently the zero-mass
component, for sparse cyber
incidents.

Decoder II. Uses a
context-conditioned RealNVP flow
to model the conditional copula
and nonlinear dependence among
positive losses.
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Toward next-generation cyber insurance

Future scenario: a continuous stack linking cyber telemetry, residual-risk
quantification, technical pricing indications, policy support, and auditable
settlement.

What changes versus today: cyber insurance moves from a static
(semi-)annual quote toward a monitored, control-aware product where
telemetry informs underwriting, renewal pricing, capacity, client alerts, and
portfolio steering.
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Near-term product design
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Conclusion

Current pricing practice provides the foundation: rating tables, exposure
measures, policy terms, and underwriting modifiers.

AI can expand the information frontier by transforming telemetry, threat
intelligence, security controls, and claims signals into continuously updated risk
indicators.

The modeling challenge is to make these indicators actuarially useful: predictive
loss distributions, tail-risk measures, dependence assessment, and explainable
technical premium indications.

The future product is AI-assisted underwriting, prevention, capacity steering,
portfolio monitoring, and governed pricing review.

Cyber insurance is entering a new AI-enabled era: from static risk transfer to
adaptive cyber risk intelligence.

Thank you!
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