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EXECUTIVE SUMMARY
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Korean Cyber Insurance Market:
Status & Structural Gaps

"Vicious Cycle" of Stagnant Growth
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EU Korea
adopted a Cybersecurity =7k AFOIH c')—i%? = e 3 Japan
gyn s with-+ A|2 3t=20| AFO|H| HIOF Ol B Japan has established a comprehensive cybersecurity
emphasis on harmonization X olmX|S(Al) 7|8t @)&ol  policy, most recently enhanced by an updated
across gtates and on . =31 CIX & M2t 715310 Cybersecurity Strategy in 2013, which seeks to
DGR Cooperation. The CHSOHO] "R HH o H|A"2f strengthen private public information sharing;
EU also adopted a directive AIS HAFOIZALE A5l . . - . .
. introduce business continuity exercises; establish
on Network and Information HiSEO 2 w2 A XIS} latf ; luati d authenticati ]
Security (NIS) in 2013, aiming a platform for eva ua |op and au er? ication o
at strengthening preparedness, §ystem§ used by Cl’ltlf)a| infrastructure; and enhance
cross-border cooperation and international cooperation.
information exchange. .
USA The government has introduced the National Cyber
CISA ALO|H{ HOF M2F A=l (FY2024 Security Masterplan 2018, with expected
—2026) O|= AFO|H{EQt 8l ol 7} India assessments of cybersecurity preparedness of critical

Hot=Z(CIsA)e| MEF2 'S&2| ol
(Collective Defense)'2} ‘2 =% 0l
Bt Z3}(Secure by Design)'S

The government adopted a sectors and the national infrastructure more broadly

National Cyber Security
Policy in May 2013 in an effort

SHAI e} _ o) °
_.EEEXOPEH,EZ_OZ; 7295602'7' S to establish a comprehensive Australia

ﬂ| qu ;—xfll;oiltﬁ SulE cybersecurity mechanism The government has established Australian Cyber
=28= T 5o Security Centre (ACSC) to ‘bring under one roof’ the

cybersecurity capabilities of various government agencies
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Thank you for your interest and attention!!
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» The Korean cyber insurance market is currently trapped in a vicious cycle caused by low consumer interest, a
lack of underwriting expertise and risk assessment capabilities among insurers, and insufficient infrastructure.
This has led to a prolonged period of stagnant growth

» |n contrast, global markets such as the US, Japan, and Australia are enhancing Cyber Resilience through
government-led regulatory strengthening and private-sector adoption of "Active" technology-based insurance

» The biggest risk facing the Korean market today is that the same challenges identified a decade ago remain
unresolved in 2026. We must now shift our paradigm from identifying "What to do" to executing "How to do it.“

» The revitalization of cyber insurance cannot be achieved by a single entity. It requires the synchronized efforts
of four key stakeholders: 1) Government: establishing institutional catalysts, 2) Regulators: ensuring transparent
data sharing, 3) Insurers: integrating innovative, customer-centric services, 4) Corporates: shifting internal
perceptions of cyber risk

= Here, | propose a government-led Strategic Roadmap focused on three pillars: Data Leadership in the digital
era, the establishment of Standardized Models, and the Expansion of Mandatory Insurance. The goal is to
build a practical cyber insurance ecosystem that moves beyond simple loss compensation to integrate proactive
accident prevention and recovery support



Recap: Key Past Presentation Topics
Implications of Recurring Challenges!

Early Formation Phase (2016-2018): Expansion Attempt Phase (2019-2022):

"Focus on regulatory frameworks and mandatory "A period marked by recurring calls for more data
insurance discussions." and strategies to revitalize the market."
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New Threat Response Phase (2023-2025):
"Addressing emerging technologies (Al) and re-
emphasizing the need for heightened risk awareness."
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Looking back: Why haven’t we moved forward? >>



Government-Led Cyber Strategy —
Critical Gaps — Korea vs. Global Leaders

Insurance
linked risk
mitigation

Status of
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Need for a Paradigm Shift in Government Cyber Risk Governance

Government Paradigm: USA vs. Korea

“The core of government's primary role is institutionalizing a market mechanism where security
investment directly translates into corporate financial value."
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