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(UPS)E H|g2slsk= S SCADA(Supervisory Control And Data Acquisition) AJAE! 20] X|
e F7| et o ZAS +HGIUCL HH LSHH Ldish 0|20 S4Xk= 12H0] B™ A
AS S0 Y= A2 KIAAIZ|7| o SAE SHE0| M5t MH|A AR ZZ(DoS)g $Ef610] 1]
ol XISARI0] SHUES SIRIC
LZAK= 2015 224 0 SS6t MHE HIEOZ 2016 12€0ll= ICSOH| CHEt RIFEQOlI Z240|
7tsst QIHAER0[0f(Industroyer) YMHTEE MEY 23210[LtQ| £k 7|0Io| &-HMAE At
O|HIZZ{ot0] TAIQ| 2F 20%0] &F AlZt 71 HX Lfsh7t LAZHC.

OI” A0 22 HEHTIZ MES)(Sandworm)] ASHOZ HISRON, 232{0|Lt 2712rH2(SBU)

2IA0F7} O] AtZAQ| HHSO| QUCHD FESILCE

>

Nz 22g(2021) oo AeY
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(& 10-5) 2017¥ RHEOF 24

LHEOKNotPetya) S22 20171 6, X0l 21AI0Pt P220ILS ATH2
232101t AU CIEEPIYS0| TIoHS AT 0] A SiLh AlIHZ
3702, B3 UK A0 TISIZIATS Ssol, BESAY} HURE XN8e X3
232 KIS HEOITA A0l CHIHGH o RHTIM £ LA
R @32A01LE BT [H0| YPHOR Agst= SPITRT2 DiS(MeDoc)2| HEHOIE A0
of OYTCS TTHCL 0% A0S BLI L ASSHO! BIETOIS LRHC SRRt =7}
£32 278 02 020] FHHS0| A2 SHL OLIYICY
TRt QBsfin £2 270l MIRIIeH Yol WHEOK: AAE XIMS T2 HOIES
= IR QURUCH 5t B2 A AT FEO| MR O HYS Hafsts S
=] O P

M
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AOF
TLS

Ui

o
o 17 20| UZO! WHEOIS HTR| YL IS ISt 38-H- SN IS 5 2012 7|
SIA0| 280 S W7ILE 7150 SHED] 7IQS0M FBTANS aelt 32401
IO IRl OPYACE 641 OIS CIRAIROR F45| SMSICL M7 AL SHRAQ! HOt

3 HAI(Maersk)2 ZIE0]H B0 172 7I5S ST
o

rlo

CEA
[y

O

Jlo

—_

UCH7b STt Fa DA - AHQI- 1|
Q- AHQI S| Z[HAEL 7|»S0| DHE AU, Ol=2 E&-HE-MAsNE S4s
AL,

Crosignani et al.(2020)01 TiE2H, WHEOF 22402 QI5H O|= AXALS| ZIF &AMS  Beijersdorf
(KK 76,99 Z2Y) 4,3008t £, Fedex(RHt 330,721 22 49 =42f, Maersk(KtAt 688.4 &
2) 3 =2, Merck(981.79 Z2f) 6.79 2|, Mondelez(Rtt 668.2% =) 1.8% Ed,
Nuance(Rtrt 58.291 &) 9,2002t &4, Beckitt Benckiser(Kat 241,92 &) 1.17 Eay,
WPP(XIAH 415,591 Eaf) 1,5002t Z2{of 0|2Ct

2018¢ 2¢, 0|2 F= 7Lt 33 & L 7t SSYBME Soll RHEOF MO|HIZAS &

Aot SRR 4 dflZ THSII.

A& Crosignani et al.(2020)2 &1I510 st
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E 1-6) 2020 0= £2t21= oY

20208 128 &2tX(SolarWinds)= 0= SHEAYSSEC)0| sHEsZS B2 AtAs B16Kd
Ch galeixs 012 20, BeiR, e S 3371 9 BE 5000 7|y C47t Algsls wet

L2 ATEQNH(QZRR)E I‘||—'—o|-— SIAMOITE O] AtA2 Z3Y ZA(Supply chain attack,
third-party attack)2l H2tdS H0HF= ARAOICE 453%* % A2 KIAKS] AARL 2 GjO[B0] &
g U AR AL FSURE OH S PF AARI EEOHH TGHE OF/[oh= JEHS| &5
20|Ct.

0] 242 AO[HEQH &1 0|00 |(FireEye)0i| 2o XM QIX|Z|QUCt 2020 128 8Y, MO
0010l= AtH| HIEEIS| SATTE EHIRICHE AS HHOIMA i &7 MAHIE 25 S/
Ct 20204 12 13Y, TO|0] Of0|= AHH| =8 A=+ tigh =7t == 348 ISk ot
oM F2Y ZAS YA HARE SARP SEtpx AZEQ0Ql S2tpx 22|12 HIRLA
ATEQ0] PHOIEE ER0| Z0tsfo YHTEE RULSH= WE=0{(Backdoor)0l| TIRRCH= EHE
5| YASINCt
2020 122 159, 2AERE ME2 05 457 MRS IEUES - I BH -2 27t 25
Fok2 2T B0 2020 12¢ 179, 0= DOE(Department Of Energy)?t 0| SHF7|
HIEZS 22]5k= NNSA(National Nuclear Safety Administration)7} 0] &249| &7} L[GHAIZ &2
JH KBEHCH 20208 122 312, DIO|F2ALEL A0} ZZK} AATCO| ULE ZsHEHCIT
£2p21=9| SEC filingdf| M2 33,000124A} 7H20| 18,0007 AP 3240 &5
S0, R, OfAOL 532 02 MR/, 74, JIs, 84, MR U 7tA M &
0] Zge A= AR
2020 129 14, QAEITAELE 0] 2AH0| 2HAOF 512l HE7|22l SVR(Russian Foreign
Intelligence Servlce)J_} HHO| Q= FX|HH(Cozy Bear, APT 29)2 2Tl 2{A|0F i I=0f
olst 3402t HERHCE 20213 43 16Y, HIO|E O] HERE= S2t2l= S40| 2{A012] 512l
2 8 7122l SVRO| AM0[2tT S4] HHSNCE 0/0f Uiet 2502 HA|OF US HAQH 2IZS0|
S MIHE AlZGHD 2uiit 10ES FURMCE

At=: The Whitehouse(2021. 4. 15), “FACT SHEET: Imposing Costs for Harmful Foreign Activities by the
Russian Government”

Lt AOIH2|A30] THet 2FY+2 7t

AfOTHE Q] A2 o3| 27] DA = T AfolHEY] 4550 SAIE 212 oF 208 A
9tk 27] Alo|H R Y AR 7|4 7|HF AH|AE AlZ5H= 7] Ao 3FAHError and om-
mission) HEE Xﬂ%‘é}% o1tk =, Ao ol Higtoz A3RffA A E
9z ol m= ?:]04 HAQLS: HdslA| Ho uhE £ais BAFSIYT A} AL
oAk} 27k, 2 15 AeEUolg AFo g AR & thet 5

r‘_m o_,_4
=]
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2o} AU G T Eedo] A AAH R SHIEIQIckI9 Alo]slAbaol BRAE Al &
B5HA, Aol Mg nE MR AF5He A8HY0] BAH0E BoEglc

AfOIH E ]S @ Afo|HE] A= -89] T= Alo|HHg(Stand-alone), @ 7|& A&
e HSHUYEH] AfolHE AT iRt HAS SFor HustAd, FANA
(Named-peril) §E4]0] 7|JH 0] Afo]HPHE A|Z 02 At HAgsh=
ZIAEY, @ 7] A All-risk) HEEA 9] A H T} oA HAXH Afo]H 2]
A50] gt HAfo] A = o] QIR RAIRE oA EFE TN sjAE= AdE 5 A 3
72 FE7RsOEE O @5 HAA (Affirmative) AFPJHEY, 38 954 E= H|Y
Al A (Silent or non-affirmative) Afo|HHE S O 2 JLESIC]

¢

[¢)

>,

ApolHEF 9] A= B|A oA bl=t o]Q] A oA Ao|HEF A ET}
2o g YA-Z/= I QA GO, AlolHEY Aol BlE &L g ST Gl=
H185It}. OECD= ofF ARE EHE PAIA AfolHEY #AHFR7F 20189
40~509] Z&o] ol2m FF 4~51 Yo 38 o]4f i F/IE Ao B gt
(OECD 2020b). 20184 7|2 OECD 3|9=9] HZEY 2QlHd gL 7|9 HEHF
3,2399 g2, A AT 1,9849 SE|E, Ao|HEFH Y] AR i AJF o=
ZR2 HO[THOECD 2020b). (1% 11-6)°lA] K= Hie} Zro] ml=o] A|H Afo]HE Y
AJe] i RBS AR5 1 9] AIZE 20154 o] % BRE A4S Hol 1 k.

W, of4

AN o 4

N

AtolHEe] AR S7ME EdlE S0 IhE HEae Aol EF 71l
2017 fuiaeto], Y Eok 20198 B4 17t 54 5o KA Helg A5id
o] S7IsHHA AfolHEY 2&o] ©7|3to] F43] A=A HE a2 2019 2271
of 1.2%°f Edstlout, B3 2|Rkl 20219 287]9= 25.5%°] C|=HTHCIAB,
2021).

5 AoljelAT7t FEte] et Aol B0l it 295 F43) Z/K 02 o
AT 7 ol g otk sl AllH3Ae] Wk 9 AE S UE 7]
2420 S7to|ch. Aol {3l 43lot BH A Aol B7aka, AHR Halof 4

HHEE AE, Aol Ahol IE HAH, dAITEES, HlolH | AlLE 57118

15) 20024 O|= Z2ZL0EE HAINEE REARZ 7120] HEZHQL 2457 |20 1 AME 52 SHOIEE of
1 20|38 Al HAIZ B AAS H7|ZHE 29siEk(California Security Breach Notification Act 2002,
California SB 1386). 0|F & MAZOZ 02f5t M7t S7l6I¥S
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B8, 1ICS 340 I AEEs) & 7199 2] ¥ 3 27t sold 2o

[inlep

g0z AR AUAYRNE U Aoluel 43t/ 28 Wisto] B B o

£ 938 TS JUHE 22, 71992) Alol¥] B FALAT AR, HUk
20184 5¢ Yul7f9ly H H 5 H(General Data Protection Regulation; GDPR)S A| 345}
%tk GDPRE 199540 A H 7HAHEE T A (Directive 95/46/EC)E H43] 2016
d 49 FU 9J2)7} 518 eIt 217k Re)717hS AA 20184 5YHE adS
oMl =L, 9k SAlo 7129 QI EES AL H7|= Qi) QI HE 53]
o) 739 12 S5 UolHe] st ofol et 7]g 5& U e elsior
WO, 2714 ¥ he E3k Aole 4 ol BU B9 7 AR 0|53} Y8l Aol
. o]2k= 22| GDPRZ 287 EU 3l¥=50] @ MESIIA FLT A4S LA
SI91Th GDPR EU W) ARG 25k 71 9et ohfe} AaiAd) S 54l @
oA EU F912] ARJFEE A=]5h= 7ol A-&HH, FEFA9 d=|2 7192 &
A A3t 52 FAUE R Fith GDPR FI5t A] I 5 RIE st gloH, &
o e GubA] SEARERL A% A AlA miE A 2% &2 18T f 2 F w2 59
o, Za3t Rt ARGl A%-10 A A|A miEA ] 4% 52 21T {2 F w2 T
t}. GDPR A]8) o] 9= dHlo|E| S 1998(Data Protection Act of 1998)0] £JHlo] uk
£ Id HaS 509 =g ARtetyiths A A%TSHH, GDPR 7|4 9] ol thet
Hehg A% 2202 Z7IAALE 20198 ZgA0] AP E 7HE7]5H(Commission
Nationale de I'Informatique et des Libertés; CNIL)J= Googled]] GDPR {Jdt o=
5,000% §20] W22 Relelch. ol Google®] 20179 Tl 20 7102
9] oF 0.05%e] ShFohe Fololch 1D Selteb 20219 19, SRS 712le] Hxpa
SAE A8 FAF 7|20 9 AJPE HSAE W 7ol Rk 5= Qe I
22 Aok B 3% ofskolH A ThEle] 3% olsf 2 AR AR

WtE Axiofaret v ot T HdEaS @9 2109 25 FofA 1

=) HU o

)

Ol

fol
rE o

16) AHIXIS| SIS TS{A| /3 0! HOIEIS A2|- BRI A L TI=AHON oI5t HOIHR R S(Privacy by
Design) o] S4REIS Plifet 229

17) 202141 80= SMLET7} O[ORES| FAK7{R| SUE 08X HOPY=R2| 0[50| GDPRO| IUHECtD T
©f, GDPR T2l AN Zrf 210l 79} 4,6008r 99| IS Lt

18) 2L 71200] SHel0IN LTS T UHES| 4%E e A0 ZUN| SOIRE SIS TRT HEQ| 3%E
W2 2O, LY 710 TS IR0 AR, O[3t SIAfE BRI HIEt P2ILI2I2te] SXH= OFLOW ol
S5 ool Ciet B2 42 I 520/0, B3 270 AN 40| B

oH
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o5 g, § YHro g QIgh Hdol 59 3w, Ei= ufE ] 10% 5 & FH O AFR
Joke Ae AE ot = AUHE /I EE S HE A - 7hgste] AA| wia<] 5%
€ Fshe oke A& Folth

(O 1-6) MA BAX AOHEY 2-E3E

OFA[OFEN B &
20 8y
mE0
15 =0l
10
. H B
2018 2019 2020E  2121E  2022E  2023E  2024E  2025E
1) Bl Ao ey
2) 2020 E= FHA|Y
Xt2: 1AIS(2020)

2. AOJHE|ATO| Cfst HelSE 4
7t AIO|H2AS0f Cieh 2ol SO kit

T L] Ao|HZ A BT B2 AlolH g Aol digt FtAE 7L} o] RS
2]5H= E£-9]7|0]cHEIOPA 2018). F822] AAl= WA, glAa &7go] ojghs 4
ojth. AfoJHAtILE, 55| Alo|HF AL 7[& AT T FshE Sistole WReR 1
$=1jo] A&3A X5}s}7] Wizo] mdeo] T a3t A olE 7} BEsit) 71% Pt A
22 387 9 3457 2A0E At A&H 0 R Wit H2 Y a4
HR)4kgio] FA6l7] of2) FEolt}. EIOPA RAMA HEHSAES ﬂ_ﬁ«l &4
rjlojg §502 AlojHE|A3 T AA7} o9, HPAIIo] AlowE|A3E ThA

o}i

J

AO|HZIASOf CHet BEfsH =it 27



U= AT 22 2 FT 42 AHAQ

AEFste] @770 MA A 08 Ak 1AL SFH

okt AEHoR BAfolAE= 5

BESRARE, AfolHE AT = A | A0} go) AFH Fike ¢ A9RETT &
.
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e
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P
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g

[¢]

i

o

W

i)

-9,

)

e

>

7153t} Berliner(1982)0] w2 1 o3
2t} @ &4 o] Q- Akl Ef & oojof 51, @) £A-E LTt Aok SRl(FA YT S
7H g4 24), @ Hj7ksAlo] #e] 7Hs3t 250]ofof ol @) ALY Hyk&Alo]
27 efof o, & =92 o]t JAEo] Fieslx] oFotof gt Aloljg| AT = Q14
Al 2 A SR o] QAFIA] a1 A4 7F AFG oj& A 0] o H7Ns&Ao]

7Fs Rt #ES Blolus AL ofm ' EAYsEAL Qi

olo] HF3|AH= AfolHFE A|lFol| B4AQl A4S Hotal Sirt vl=t (FAIA) AtolH
B3 Ao 20204 £3180] 67.8%F A(44.8%) tiv] 23%p Z71514c). oju] &
B HARIEE S45HAU QISAHANE Bt 71t EA Ko, AN 7Fs/do] &
Alo|HEH S Al 5614 g o] TAETHGAO 2021).

Lt X2 - Hi S RALHO| AO|tEol 2 HiA

1) Y=H MOHEY Q2| AT TA|3}

EoEY AR El(Peri) 05 Qlste] SeIskA WARE A4 £ohE BASH: Aol
DE BE HHFES IR 019 WS Byshl st Uk /19 AZRY o
oIA] :919] WelE TATH WAL A HUSY FRAl A9 g oz
AT B GRS HuEl DA Al uigEElolt BAHS
AASHT, olo] oA ehe WE 2lof o7t £o4E BASIE oFgek Wjolh
ALY GEPAL DY GusHs £ Ado] GA-AIRsle] gushlz
AR 18l SSiAE BEolA FRske WAl BASIFS Bkl B
S £0l9) BRI YAFOE IAH DR BPSATS A} RSt
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i)
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I

Yol dhat 2 W wa o]RS YA O HrISHA ok B ok Alo]BlAlILE 9l
o A2 W Y EohE RS A0E AT BE 150 Fol A& /4R o
B AT 1) 05T 2R} iAo G HXE AolHelaac] 27
£ £ TFAE QL AolTh. 2, Aol aze] B, AjoluelAo] gt el4le] 3
A= ojof That Rehn () xgo] ok 24T 097k YtH Rl

7 o
risk) 4] AL Slek. Aol BARLO) g A2l wao] Qi BT B A2

2L Aol g2l T AL U GUFTLANES BAsiof 7] whzolch(a I
E9jo] gA02 Q8] AR Lol FewAL AALu|o] S s A9 43
Aol A E4alet 12 Qg FAFTHENE HAsIof Ak AoliAnE WAH o

A5 ghe ANAYBHL B9, o] A 02 Qe AL BAFhor S,

(O3 1-7) MOIHESO 28 X AGA0Y A3

AMOHEH
[
Heps B AR Q1 Cre AMO|BEH of7| x| AFO|HEH
(Property & Casualty) (General liability) (Stand-alone) (B E= EBH)
ZZo|Hrall-risk) SEZHY A gld(Named-peril) BEEH4
TEH, HEAMT g2 FAIH =3
(Silent-non-affirmative risk) (Affirmative risk)

2) ofEHY AlO|H2|AT BHOR Feist

ASAA 7IQE AN G52 Afo|g e BAA A B SAl oA =2t

2 1ALk of] 22 E ¥ $U HIUALS B AolHeIY LBTE Helely AF
2 71 gugelH Feid-lgels Aol =5 ASAL GRS YAHOE Boleke

Z3|
HORS: B ARSIt} u|=tof| A= NAIC(National Association of Insurance Commissioners,

. MO[H2|AIO et 2SS4 =it 29



An] BAZ=A FoJe))et 107F d=olAe de2d Wl HA/dA=7(Prudential
Regulation Authority: PRA)Y} Lloyd's7} Thet 7| 4EE FHolA Alo|H ARG
I, o] 5 HYSHO| WYSHEE ol Utk w5 742 Aol HE Y A F 84
o, J= B = AlIA ALY F ZJFAEA F Aol AE, o, Qe
59| Hok= AlA Aol 93 Izt

7h o=
20014 o5 AZRFNAE BB thet AHAA BeH B4 U Lo 9]
HASIEL A} Hol|(Flectronic data)?] B &4} W% A1 W W4 0] ATjo] o}

2
UL B4 B Seko 2 RETIL. Hole o 215410 4o e v

Data Endorsement DINMA 2915)(AA}g| o] 8] FEHE 2357} itk thF-29] 7|AE ol
A Hlole] 9 AL Eol= AEEY ool Btk FRAMIe R HEA] gh=th
webA] NMA 29149 20155 olefet £41o] WABS Waks] e TAHOE NMA
2014 *Z0te] of w3t uhee] ZFk 1 jHOlE $FHT TR} 2L hgo] 4%
SH= 702 Fitk o ST olHEt Uslel I3 AEAARE HolelAS T}
olo] ksl gFech RAHoIEY] &8 A3 YA 0 TS BAHA
o], 1z AT A £of /15 AsHRE Fehol v18 D A5 BAH g
O o] &) Mol A B A0 R JohE @ T2 Ue Ei Aol FoLA
op=ch19

o]% 20034 SAIEEA Alo|HFZA WA FH(Institute Cyber Attack Exclusion
Clause, CL 380)°] 575 th.20 CL 3802 SAHEF A Al&foto] of 3] HEEEoA

19) Electronic Data Endorsement A (NMA 2914) 25/01/2001: “1(a) This policy does not insure loss,
damage, destruction, distortion, erasure, corruption or alteration of ELECTRONIC DATA from any
cause whatsoever (including but not limited to COMPUTER VIRUS) or loss of use, reduction in
functionality, cost, expense of whatsoever nature resulting therefrom, regardless of any other
cause or event contributing concurrently or in any other sequence to the loss.”

20) Institute Cyber Attack Exclusion Clause (Cl. 380) 10/11/2003: Any loss, damage, liability, costs or
expenses directly or indirectly caused by or contributed to or resulting from the cyber incidents as
set forth in the following provisions a) to g) are not covered by this Policy, regardless of any other
cause or event contributing concurrently or in any other sequence to the loss, damage, liability,
costs or expenses: a) Damage to or Loss of Data occurring on the Insured’s Computer Systems,
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FH9Ich o] L AFH, AZE 0] L5 sjet ARALY Fo HohE
5005 o g wek, T A A0 olo] 7]Qlstel HPEAZ| LA
31 8ol thote] HEslte] A WS SRk tht A4, X

R =4 o
7190 W2 A4 B, HHEE 55 SAR FHske Aol AfE, £AZEY
(0]

]

S

4
O
=

>~
2

o O
b=}

jur)
o

20109 Sof AtolHE Y] AIo] G4 3] 7oA}, F=2] PRA= AfOlHEY Qlpe| A
o] FESto], 7|E 7|JEF A AtolHE]Aa=of et A2l oFhiEo] B2

of| #slo] Al H 7] A|ZSIgIch PRAE 20159 1095 201649 69 7|7F B9t Ay 3
ARET Al E Y QI AT E BAISIYIT Ao HALLE BAIH 02 HH k= Alo]
HE 8T ofugh, Alo|HAILLE HAIZ O R HASHA| ghs XEEE Ao YJEEY
A B o WA 2AIE e, 1 A3HE 20164 119 B3| CEO
oA Huli= A4S B3l BN BAl F8 A Aike o) 2ok O 4EH
ApolHZ A7} AZjE oy thE-E 0] HASAL FEA AfolH AT E |5HA
U AlgelelA] 93 Atk @ FEA AW E o] EAof| gt Q14]o] ZAtE| 1l Afo]H
FA0] HIHslo] whe} 54 AtolHEAo] e F7Het A0 R o) @ EEH o
= R BATE BAShe S5 (Casualty) ZQ1 HAAE] FA] AoHE A e
Zo] A5ttt @ JRPIALY A9 AFA AfolHHATE QIA|6kLE= oL P&C A
HA oA Aol o] J2] ALGE AL FEH Alo|HEATTL Q&0 HFEH0E
YR QA= St ® HiREY] BB} Aol AT el E QI3 HEet M
olu} ZAH 8 (Appetite)E 7HAIL UA] ko, AtolH e ARG ALE 9
o FAHE FESH] Eoltt © HEI|A= HAIA AtolHE R o YeteAaet
T AIE A7t @ $8 tiAs] RAHAAE At AoHALALo] et
T2 o}z JfEt 27] TAlo] 9ltt. ® 2018 GDPRo| E=QJHo| whet S oA = Alo]

or b) a Computer Malicious Act on the Insured’s Computer Systems, or ¢) Computer Malware on
the Insured’'s Computer Systems, or d) a Human Error affecting the Insured’s Computer Systems,
or e) a System Failure occurring on the Insured’s Computer Systems, or f) a Defect of the
Insured’'s Computer Systems, or g) a Cyber Extortion.

21) PRA(2016. 11. 14), “Dear CEQ”

. AIOJHE|ASO| CHet S5 2itf 31



B E 0| tigt =27F F7skaL ofof] whet A4 g BlAd kEk e 7 Zo|th.

Aol EY] lg=g]ATo] thgt 47| Ao A SIe], PRAE AT A3FE 93t 414
ol 227} B @sicha wWdsta, 20169 11Y Aol EF Ql4g| AT ghe AR H 114
(Consultation paper, CP39/16)E ¥715}9tHPRA 2016). PRA= AHAE B3] 7|&2 &
AA N A FAH 02 AL5kR] ofshAY BRI Alo|HE AT HAF 7Rsdol Tk
S5 EoIT PRA= ARHEY ST ATE Alo|HE A E= QMYFER QIjE
ITAIAHE] 7 5 2F9] 4 P 9iet Hlold &4 Ei= A% AL Y +2HOmissions) 5 H]
ofold o =Ed BFAGE ST EN A7 HAH fgAdE Fostal tha<
{5 FOETE ZF HRASA HAIA Ao HEE 9} QFF24] = H[HA A Afo]
HE R 9 AT E A - A BT A2 87k =4, 2 EH3JALY] o]ALS|7}
DALY AtolH] M} BlAd S WES| 0t E AAISHT AR, HHSAL
Aol AT of| et M-S AEH & el 15T A 5= 8753

0]o] 20174 4¥oll= A=A A (Supervisory statement, SS4/17)5 &3] CP39/165 K
SSHGITHPRA 20170). EA Aol A2 FelE 919), 7] HBSIY G4l paC
Ho] AR Aol AT E B R WYSIAL, Alo|HHAS offtol PA[H o R
7I4sHAU, AtolHE ] A8 E= BAMEE PAH R 7|Q)ol= et AlRtetA
ok, 9hoF BB S7HE A R Qlo] ARIHHEE 7|E Ao Alg7]2 skt
H, 12 QIR AAA &4 disf olAte]7F A 0 & HIISHE R SHYILE. ESF PRAE
7t BY3AE Hoff 2009 WIE R o= STAQl £4E 123 Alo|HE Y Q4]
AEHA HIAES 35k= 5 AtolH ] A0 gt iekstal A2l M dl &

912 4YSES aTolgE2)

d

il

2Rk

20184 PRAE RHAAS} 502 /|G Ao|#|e]ATS AATHPRA 2019),
2ol W2 R AoljglAe] w2 E & BH/HYFPolicy limin®)] ¥ &S B
AP BEEDEE HA} WS Aok AH, EERE, S8R, Y Sl
U= AolHe|Azrt BPFAOE W 2 RO LreRdth(IY 11-8). E3F e
o BRSIARE FFA E WA Afo] el Aol the A WILE ek ok A
O LreRdeh. FFH Ao|He|Azo] oid U BB AEHA HAE G2,

22) 20174 7€0ll= HHEHM(Policy statement, PS15/17)& Sall CP39/162t SS4/170] Cist DI=S XiSEt
(PRA 2017a)
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AtolHARALE HE DAL Thefet HESEo] IS nIAH I F4E4Ao] n=ollq &
EIgntct HWX}OE‘ZHOH«] T3 AT} AR =oltt. TERh HAIA AtolHE| Ao Tt
LEFA HAES] el § SAdo] A7 Ao|HEH RO fHjo] o]F 4= 3lt}. PRA
£ 20199 149 EAZAL CEONA Hul= AAlE S8l e EAZARE0] BAIA AfolH]

P25 GHE I8 BT S Ut AT g AB=EE F2Al71Y] ATt APA

2 s-gstolof ge AR} Az

(O3 0-8) g= HHLMRIC| HHEZE USH AMO|H2AT &L

100% - = -— - - - -_—
90% I I

80% 4 g

70%

60% - ®

50% - 1 L
40% - ®

30% - o

20% - o

10% L

0% , : B A S E—

A&H Casualty Energy MAT Misc  Financial Motor Pol risk/property
terrorism

: G= PRAVH M2 HAsA] A=A AOIHEIATN =EE T HAVIUSUQ HIES LIERAN, 12HZ0A
Mo mHol
At=Z: Cartagena et al.(2020)

-IH

20194 14 o]F A== 80 tigste] F=2] F HAA TAl= AfolHE A
of thet et B 22 HAS 3t 7|E ok dAA JjAe 25k Sk 2019
79 42 lowd o R AU ALY 2 PR Ao S 275k
th23) FAIH ez, 20209 19 149400 7AlE= et 2S5 (First-party prop-
erty damage lines of business)o] tjs}o], EHIAP} =ZLd “é’l?‘_ HFA]0]R] of Ko AF
HRlo] K HA ol Afo|HE] Ao gt HA =2 A A2 &gsto] Bt
T 975kt B A A ErAE ol tisiA= 2020~2021E FQF Ato|HERE K

23) Lloyd's Market Bulletin Y5258, “Providing clarity for Lloyd’s Customers on Coverage for Cyber
Exposures”
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Aol W S Q75T

e BHIAAY AMAAEAQl Zo|ZHEFAIAEF(Lloyd's Market Association)}
IUA(International Underwriting Association, =A|AE2to|HH3))= Alojy g H
2 TR AT R 545071 99 2L Ao]s] WHZIS WESHE 29 VAS 2019
1190 22 450 Ato|v] BHAF 2 F2oFyhS WIS T}20) LMA 54002 Afo]
W] 9] 9 ALTE Q) YT £AS BASH] QoL Afo|WALLE N E WA 5]
o Eusohg wARch dole BANE EX A48 Holg HegAe] mA @ 4
H1-8-2 HARtTE LMA 54012 919 orelg of ol Akglo] AfolH] BR QIgh 3
£ HASIA] Y= AojE A (Absolute exclusion)©]|th. LMA 54003 &2, &84 &£Q10
2 QIgk Hole] &4 EX ol A @ B u1§S B Pech ojs} Tetslol
Loyd'si= o]l T2 99]9] otel ofsio] Aztglo] Aol Pl HE £4I'% 4]
Jh}. =, AolHE]| AT AfolHiEAo] Alo]HEZ2, T EF oGt ITAILH £

I} 22 otol Y99t dlofE] A, 9915t 5ol ot uletely PIE HF EFHITh

=

20199 A HYPAPGo|A 2ol 2E A5t BHIAF TA|Q] [UA A= o] ArH
Ao A Cyber Loss Absolute Exclusion Clause, reference: IUA 09-081)34
Aot Alo ¥ <sH A FTHCyber Loss Limited Exclusion Clause, I[UA 09-082)

e} 004 o AT 5] A % 5 el 50 46
o whet MR 2 wgat £ajol Qo sk ofLjslel ek Apolelda et

24) Lloyd'se 20203 18 29Y MO|HEE ME 0 Hatst Zteio] £ AN AHH0|EELIoyd's Market
Bulletin Y5277: Update-Providing clarity for Lloyd's customers on coverage for cyber exposures)

25) IUAE ZHMQI T E3SIARt TESSIMES 9ISt MIAOIAL 7HE 2 UEY|TL2A, 2ESHES - MESHAIE
A8kLondon International Insurance and Reinsurance Market Association; LIRMA)I} HEHESXIES|
(Institute of London Underwriters; ILU)Q| S £5101 1998 12¢ 31 M=, 0] ¢ge 2H 7|Y
HEAYO| ShEESEE At AG1EEEES ot R 7IHES SHLUE SR

26) Property D&F Cyber Endorsement(LMA 5400), Property D&F Cyber Exclusion(LMA 5401), Marine
Cyber Exclusion(LMAB402), Marine Cyber Endorsement(LMA 5403)

27) IUA Cyber Loss Absolute Exclusion Clause (IlUA 09-081) 17/05/2019), Cyber Loss Limited
Exclusion Clause(lUA 09-082)

28) 2. Cyber Loss means any loss, damage, liability, expense, fines or penalties or any other amount
directly caused by: the use or operation of any Computer System or Computer Network; the
reduction in or loss of ability to use or operate any Computer System, Computer Network or Data;
access to, processing, transmission, storage or use of any Data; inability to access, process,
transmit, store or use any Data; any threat of or any hoax relating to 2.1 to 2.4 above; any error
or omission or accident in respect of any Computer System, Computer Network or Data
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IMIA Cbyer Exclusion 20182 Rt} X9 HAZ

HA o WA

- ‘_II__Z_]_—]:]

b

=
s

Y5l A 03 LEFI} 29

8} 0 2 International Association of

Engineering Insurers7} QIA[Ho % E%”\l%“’ﬂ A ARg3H] A3l SR & 2

OECLEDEE PP EESE
EE DRGEELGREEES
2Hlo]| 93RS u|x|= 017}9] Al
SRR S

oFL-
1o

28] sk @ Aol

et HlolE &4, @ mE YRR A

e AlLEo] e

F¥H(Extortion)Z I3} 2

o179]

e A2do] o]
oby £IEFO], @ T BHA FHFH A
® SREA FFE A2do] BT ALY A, ©

SAS

B

Cyber Loss Exclusion(Property Treaty Reisurance) LMA 52402 Lloyd's Market
Association®] 7|5t YEEQF A B &(Treaty reinsurance)A|FoA AREE T Afo]
HARLE QIS AA| 9] &4 BASHA] A=t}

(B 1I-7) 20| AO[HAD 221 PR3t

ozt ot Al Zaels
NII:I/II\KAZS?;ZgA Electronic Data Endorsement 2001, 2015
CL 380 The Institute Cyber Attack Exclusion Clause 2003
LSW 555 Aviation Hull ‘War and allied perils’ 2006
LMA 5272/3/4/5 Cyber Incident Exclusion 2016
LMA 3150 Insurance Act 2015 Endorsement—General Liability 2015
LMA 3141 Electronic and Computer Crime Policy 2016
LMA 3127 HIP 2015 Policy 2015
LMA 3092/30 Terrorism Exclusion(Including Cyber Terrorism) 2006, 2010
NMA 2912/28 IT Hazard Clarification Clause 2010
JSC 2015/8 Cyber Attack Exclusion Clause and Write—Back 2015, 2018
AVN 124 Data Event Clause 2018

29) 2. Cyber Loss means any loss, damage, liability, expense, fines or penalties or any other amount

directly or indirectly caused by

ALOIHE| A0 Chet

23 =



(B O-7) A&

ot of 3% SHAE
LMA 5240 Cyber Loss Exclusion (Property Treaty Reinsurance) 2015
LMA 5241 Cyber Loss Limited Exclusion 2015, 2018
LMA 5247 Cyber Act Exclusmn_ (Eﬁ/ls:gggreaty Reinsurance) 2016
LMA 5327 Cyber Loss Limited Exclusion 2018
LMA 5359 Cyber Loss Exclusion 2019
IUA Cyber Exclusion 2019
IMIA Cyber Exclusion 2018
JC 2019-004 Cyber Coverage Clause 2019

Rz MAPE 2tgst

2001 2015 PRA 2016.11 2017.11 2021
XGOE AR PRA PRA, 2020
oy =218 Ht cPuz PSUE WS
e @ o ® ® ® ® ® ® [ ]
2003 2016.11 20174 2019 PRA,
A0 EH 3 PRA PRA, AfOlHE| A2
(CL330) Dear CEO SSYH AEYA
HAE o0

2020 MOHZATO0f CHot AEHA HAES a3t OHO0IA2

fﬁ- N i

Lh) o=

ool A T E=
S O PR A AFAE 9

Damage Liability), @ ©X B: Q
Advertising Injury Liability), @ &
AT 1-10> ZF
EHE P o =H WA HEA

= A=
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Q42IAT 2STHY

(¥ T-9) PRAS| AfO|HHEH

Lloyd's 3= AfO[HHE EH0|T2 E={t

HR =)/
SoTEs:

2022
AO|HEAT

AEYA HAE

Lt COVID-192= 2laf 17|&

F AufAt A A=H(Commercial General Liability Policy)9] H- 52k

A8 = Bagsle] et

H%—f—ﬁﬁoﬂ st 84 A(Bodily Injury and Property
A2 A(Personal and
H C: 9FH](Medical payment) 5 Al 7§19 R = £
Z). AAVs 2 AEEsof et Bl A2 BRlof| A AA1SsH
HIA A AS HARTEH oA HAlRtth QI



A8 % Fusle] et RS JUTE B BUTE B4 L M AT A
o, A 9 Bl S Wl SO WA MANYS Sugt ozH grE 3

B ool ghelo] AR ATE AL A9 HEAA] FHlo] glof Y
o] gl A9l Tt YL L4 BAIE

P AR ] TE A4 ERIoIA A7 AEEsfol et v E AL f3AE
(Tangible property)oll Y2l &sfjof thgt vl 3 Avka oJu|st, EiQle] 14, 54,
FHd 59 dEEA E-3YY 22 T3 =(Intangible)ol] YT &= HESHA]
A=t T3 A o]E (Electronic data)E -FBAEERE {HE0HA] Yot MR H|olEl] 9
2l A AUV DL T AoA] EHASHA] gt AV Y LA
AL 2006 EE AAFgolE] AARES PA|F o2 ZIBIHCG 00 01 12 07, 2.p). A
Aol || wef, @“HH%&“ HY2 AR o8 9 &of- Abg<Ee] - wh- FE H
Z2 712 Qs AR3AA EAAT AA S AEEshol thet vl dS HESHA|

oFL-
o

I3 o]% AloHAMLZF G534 IS0+ FAMARASE TR A9 ©X Bo] 7|d
F= A AR O HL W 7 W& (Access Or Disclosure Of Confidential Or Personal
Information) X3S Z7F6Fth30 & HAo EgE JA7|d, Tu A
T, ASIIE FE, AR, 19 BE H]*“7ﬂxqi SR B 2A 7Y E
L Aol M i BAmo R W ARl ta WA, 12 o
Aol chet RIS Ba e

1809} Hil= HASAM] 522 7FAA] FAIRE, 1SO 3 o Dof7h A 2014 69
169, 547115 FoA HEHEES A|Qfet 5374500 & WA xFS wTolath. 54
02 7|82 Hol8] HolData breach) Tl AT FARYAYZ AL 1 B: 1
ol EL el o iAo o) Beisiitk Teid) 20139 w B o)
A i AR R 9 ) W] 27bEe] ek /e w AN P 9
0l whe Q1A 2 FuHshol et s Belsh] 91t BE| B Aol
Hol 7hd e ol @Al H ATt v Db, 1SO= AMdA 20134E 9] oj=3A HF
3t oJu] o] QFEA Ato]H{HA(Silent cyber exclusions)= = U3 Alo|t}.

30) CG 21 06 05 14(Exclusion-Access Or Disclosure Of Confidential Or Personal Information And
Data-Related Liability-With Bodily Injury Exception)
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20209 1SO= A& X $(Commercial property insurance)olA Alo|HEEE HE}s] A
AsE7] 98] Cyber Incident Exclusion endorsement(BP 15 60)3} Cyber Incident
Exclusion with Ensuing Cause(s) of Loss Exceptions (BP 15 61) endorsementS i
oFL} = tiHE Q] = 7|4 ¥ (Commercial property E+= Businessowners policy)
< shfioh= BYSAPE oY S 20219 295 E HEtt F /9] AR F of
£ 9RAFo7 IS E 511l It} Cyber Incident Exclusion(BP 15 60)2 AFo]HA}
2 Qlsf AT HE A4S HASH Alo|HAlaLz QIs] SHA| Bl Ho] Uojd ¢
of sl 1 £812 AT BP 15 60%= BP 15 610f| H]8] Alo|HALLLZE QI5t HA O] H
A= B} Y] Utk 20214 69RE = 7| A AT=H(Equipment breakdown policy)
of Cyber Incident Exclusion(EB 10 01)& 9JF& 0 2 Z3ksjof S}

(a3 1-10) 0= FHHSHALSO| 1Y

\ AT Q= B(CGL) \

| EE | Sy
I
| | |
oA N o B | |e=c|
2Eorte gHE
el 2 ASEal B Y Q14 2 457 Fof diAE Hel O)MHI=4H,
(Bodily Injury and Property (Personal and Advertising ol=H]| EHory
Damage Liability) Injury Liability)

Xt=: Insurance Services Office(ISO)(2006)S ZtIot0] XMX[7t ZHAst

38 OlfETIA 2021-19



H 1-8) 02 QIRANQIES i AQ) BIRIZE vt

2006=(CG 00 01 12 07)

2. p. Electronic Data

Damages arising out of
the loss of, loss of use
of, damage to, corruption
of, inability to access, or
inability to manipulate
electronic data.

2013=(CG 21 06 05 14)

2. p. Access Or Disclosure Of Confidential Or Personal
Information And Data-related Liability

Damages arising out of:

(1) Any access to or disclosure of any person’s or
organization's _confidential or personal information, including
patents, trade secrets, processing methods, customer lists,
financial _information, credit card information, health
information or any other type of nonpublic information; or
(2) The loss of, loss of use of, damage to, corruption of,
inability to access, or inability to manipulate electronic data.
This exclusion applies even if damages are claimed for
notification costs, credit monitoring expenses, forensic
expenses, public relations expenses or any other loss, cost
or expense incurred by you or others arising out of that
which is described in Paragraph (1) or (2) above.

However, unless Paragraph (1) above applies, this exclusion
does not apply to damages because of “bodily injury”.

A&: 1SO2006); 1SO(2013)

H 1-9) 02 1S02| AfO|MAD 22t Bizizs}

ozt o Al zEolE
CG 00 01 12 07 Exclusion—Electronic Data(Coverage A Only) 2006
Exclusion-Access or Disclosure of Confidential or
CG 21 06 05 14 | Personal Information And Data—Related Liability-With 2013
Bodily Injury Exception
Exclusion — Access or Disclosure of Confidential or
CG 21 07 05 14 | Personal Information And Data—Related Liability— 2013

Limited Bodily Injury Exception Not Included

Exclusion-Access or Disclosure of Confidential or

CG 21 08 05 14 Personal Information(Coverage B Only) 2013
BP 15 60 Cyber Incident Exclusion endorsement 2021
BP 15 61 Cyber Incident Exclusion vv|th_ Ensuing Cause(s) of 2021

Loss Exceptions
EB 10 01 Cyber Incident Exclusion 2021
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(a8 1I-11) 0= 1SO2| ALO[HALLY HY

2002 2014 2021
2 Z Lo}, COL: e oI H2 TSLE: AO[BAID 2
ERE N Olgt AIHTHS HHAIRHQ) CiRY 0I5t XS A A i
o °® ) °® °

2006 2014
CGL: HAIE0[E A0 G2 COL: 2 HIN2Hah= It
AFITHS: HHA QL 013 012 W YD AIEH A 1Y

Rtz Rt AE
C}. ©= AO|HEHO| H|ZEY

(I3 T-12014] Bl vfs} o] 9% Ao[HFeIA BASH: Lot 7|E &34
oA HASE RHS BE TFF 5 k. Akl Jolsht, BF Aol HEFE A2
Eof, JYFTLN, WA, AAYHE B Ao| RS B

et AR AN AL 2] SHE RO ARl 22, Yt B
g 1] ol JF = o] itk OECD(2017)0l W2 267 B3] ALo] gt A+ At
SHR HF3|ARY] 50% ool Y E e, tlolE W ALE 0] &4, ARG H
3. Aol Fut, GAF TS, Aelojclol spHY, 4] L ol 8 AR Ao
2 YERGTHKE 11-10) #X). Romanosky et al.(2019)°f] @2, 2009~20164d 77t &
G US04 TN T Aol R E AEL BT 2t U Aol MRS Y
AEAS v¥lE, 54 v, TS Au]A v, ol EF HlE, YATTEHES, 24
v, A4, dolHEd 52 F2 BAste A 2= Yehydth OECD(2020b)0] w=r,
ol Apglo] AMIE-vlclo]- A Hel WY, AT BlE, dold . A
HAEIO 2 QIRt &3S 7|22 o2 HARIH(Y [-13) ).
A
o

S

o gt BAS Algols HYFAMY HES 12~23%0] EXSITHKE -10) FX).
OECD(2020b)of] =W, &L, AAel, S8, A4 &5 5o gt BAo]
3] FA YEPATH(CI™ [-13) F2).

rO
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R LA ASeh Aol FAL HASHE o WHlet S Btk Aol
of mAo] Aoluig7lolA] Eelx] Frkoz SgET, Hu 4% ejo] TXA] L A
B R DRSS ZASKE 43 ol251e Jel V12 AT L LD
APolBIAIILE QIgh A A1) AR S RASH FARIT, B Aol R3S
et Bl A T A Ha) 950 A AR 2 43 Sl et g A

S0l &3t

Sl

g, T Aol E gL Afo]u] HERiBo.R ol £A12 AR BASE Ao et
deh oFg @ Hlelelzel et HHslel BRETS TS QAL @ Aol
2]&S B 1 Q9 0 g2 A LA A 052 YAISEA W Affirmative coverage), @ LHF E|H ]
S0l gt Bz o] 3lon o|Ao] A A oz Alo|H T Afalof= AEHA| = A

O 2 YRt OECD(2020b)7F HES T Aol HE Y] oyt - o o Ant Uyt Eﬂ‘“—i‘j/]
= gl Aold] Bl ATolE 485 02 halsgltt

o,

N

e}

ol

(O3 1-12) HSZ2Y AO|HEAT HE

ME L= (Property)
F—|-_|
« ME=5
- HoEHSsT
= BI, CBI
- AHHE &MY ER) - ZHE &3ZE)
H A M A H 5 HH(Crime-Fidelity) =X 2 & (Kidnap & Ransom)

Xt=: OECD(2020a)
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E 1-10) BAH AO|HEHO| B3

%
40
ogr

=]
239 SAIRE  RIBXE HEYS Az
Hig
JHQIHEES 2|t O O | 7IEE RF Al Ldcl= MHIE 92%
HOH 2 AZEN &4 | O - | 24 oy ¥ ATEYN 27 L UM HIE | 81%
At & _/|._\_AI;<A§_ ol (22 9|3 AO%
AItHS B o | - If; b2 SHAS X OSS Fioh 22 81%
g o
- Al §Ete| ZZS o HEXIA
AlO =5 O 1 7 xiesie g oz Hig 73%
pas SHE ASHEC| FH F= YEIE QIS
HQUECHF(B) O | - | Xopuomm omy 69%
T—|OE—|J—|' ELYS) |
SHE|D|CI0f HiAMRHQ o o  2UEE SOR oIE iy, Tag, 65%
(BOIE) LoHIE
THH 2 Eiof B2 O - g3 ¥eHR s 62%
HOMHIAO] FIHE|0] D= IHEH
T A O e 46%
SMY AMH|A ATy ~ o T SHY LM wist stz ol 100
by Bl ’
JAATHOZ oI5t ~ o | MBRCRiES) T ute 339
HASCHAGH(CBI) HAUB T2 °
. JlE MHIA L ME FIZ Anjoy| o=
HHAIRQL: 71 E&O - 0 Hﬂ'iﬂll' &S S <ol 27%
o —1a
. FME MHIA 2 AR g2 Aoy @2
Hng_lHOEl IJ‘E‘)\-It”ﬁ ERQO _ O AI.-H;|)|| oD ﬂo = HO'” |' 23%
Hif A2
28 T 2 AP O - | ZEH 0|8 T Y AY(Z QI ZXeA 23%
RIETHA =ik O - AEERE UA D AMEIPRMO 1R | 23%
O|HZ2Z40Z 0I5t 22|H™ A|M AAl 3|2
Elx_-! IH_I' _ﬁ_g O _ QI{Q!H-'O_‘E o = |—| A'E = 9—|—| 19%
[«=)
HiALRHOL: Q19 O _ | E9 oM, Mt EKtEM oo 13%
o=o- o2 olHI| 2 S HA
T = = [m=) o
A 2 AR AfH - O | ANOHBZHOZ QIF Al & AlR|2s) 12%
. MOIHAIIR QI5t HEZ U 2 Z3h} peis
ARG 4220 - | 0 |y I& % 29 2t 8%
o 1o
- NOJHAIIZ QI3 St A5kt peiE
X A - =
e 2 © e, 20, 5% Ui e
Z: 7t OHZ HZsls ARl HIRA, ME2 2671
At=Z: Univeristy of Cambridge(2016); OECD(2017)
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(O3 0-13) H= MOHEY SHOM BEEok= &atiol /Y

I Glokal O United States OEurope 0 Australia
Bodily Injury
Property amage
Fnancial Theft
Extortion Expenses

Business Interruption
Data Restoration
o 5
wnal Distress (Liability)
twork Security Lisbility
R —_—

Privacy Lisbilty
00%  100%  200% 300% 400% 500% 600%  T00%  800%  %00%  1000%

Z 1) £ HEE Mok SHY Higs UEH

2) U2 230N MBSt HEE 0|2510] 2E(AIG(Australia, UK, US); Allianz Global Corporate&
Specialty(Global); Allied World(US); AXA XL(Australia, US); Beazley(UK, US); CFC Underwriting
(Global); Chubb(Australia, UK, US); DUAL(Australia); Emergence Insurance(Australia); Hiscox
(UK, US): Liberty International Underwriters(Australia); Munich Re Corporate Insurance Partner
(Global); BE(Australia, Europe, US); Swiss Re Corporate Solutions(Global); Tokio Marine HCC
(Europe); Zurich Insurance(Australia, Netherlands, US))

Xt&: OECD(2020b)

2, AtOlH| CHRYEH 2 R0l Chst B4 S%/o)

1) 20t 12 ALOIHZZO KH2HA FEEIH MY =

(e}

WHEoR= 2017 649, ¢Agto|UE dido= e HAlote] AfojwgHo|H, 23z}
ot} 2o =37 |50l WelE AT AL w1 242 FR WH ECFE HE
2 GRS vES) 58 A B4l 1S 5 TR 7] 2800 A HAY
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7R50] FHlo] 7|95 U*EH"@P Jztkeael 12 o)
WNGSS Ao|H 23S P E@ﬁl‘ﬂ‘% Bgot
wHe Aok, 22 HT«I BASARE YEck 3
A )2, Beloke] AT AW 48-g F4stn] 1Y

AAZ A3 ARQ] WA (Merck&Co)= OF 209 ga]o] A4S Holth WAL 259
7HA ] AbolsE R 17.59) 22 7HX(1.59 22 A7|1REF A $)9 209 7 E}—

JUFTRHS Fol 4T FHS RS S U2 02 7|RAT, o] By
AE AR olfE BEE AFS AR 3 4% drY 2dYz

(Mondelez)= RHEOF A O E 1,700702] AHe} 24,000tH2] ol G4 &4
ARt 294 &7, 33 L 75 A, 1ASFE oS A, vpd A 5ol 19 o
ol ZAOo=E HoTh EdA 2= Hf S Hyo] o4 5\25%]01 FEof ot 34

S BAgH

32 Tt A }Eﬂ IE], 2229, SEEYole] BT LE ge £
21

olofl 20184 10€ 12¢, M=+= 207) o] K3t AEHAIAE A2 vl= 74]
A 5% A Superior Couroo] k0] TIPS FHATH3D ek 15 A1E 7]
A EdF = (Mondelez)+= F2]3] A4tolAA(Zurich Insurance)E A E b= A2]i-0]
B 19 E& 9] 452 A7I5IAT3D o] 452 oMk W59 Yo A AR Folcth.

W3 e} Bdlg| =27} 7115 T8-S FHEEFA 9] A &9 §(Property insurance package)
& A 27 F740] <o) Al FejHol At 2AFel BoE B grech b
WEokr} 1 Beleke Helsle] gL 2] AAu WyolA Ao 44 &
‘:}. Ty HASAPL Ao FA 0 & QIS KT A5 v5h7] H5) ol 3t "z
2% 7¥540] AAT SITk. T Ale] et M) WAL Aol dp] o]
BP0 oS 1 2 Ao A RS 485K 2] E
AdS AuE A o]F S5 Aol HitdolA =9 S tiehke A7z qi.

031'4 E"O >’

o?.i

31) Response of Generali in Merck and Co., Inc. and International Indemnity Ltd. v. ACE American
Insurance Company et al, Superior Court of New Jersey Law Division: Union County, October 12,
2018(Merck & Co., Inc. v. Ace American Insurance Co., No. UNN-L-002682-18)

32) Complaint in Mondelez International, Inc. v. Zurich American Insurance Company, Circuit Court of
Cook County, lllinois, October 10, 2018(2018-L-011008)
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2) THHA T Mol FHIH

AR G A B SO AoIT S Gork PrC FHAE A2

£ A Bl B3} A A9 e

92 AT W Eck FH 0T HYINES

Az 442 AVIe o2 B0 HEokH AAEAe B gy xmiow l
AP

al—o1 3= oz xuom«ﬁn 11>%} ).

Aol g o] AeA) AgwAe] 45| S 71 ERA R 5 HA] Z7do] 25
ofofatet. WA, Aol gAo0] 7} Eiz 10k fARRE 2A0] Of3] ol ol Hok stk 117
Ak Aol HAe] BARE S0k sk, FARe) vjFe] S} 9hee U alob
St} oz, FAO Aolug Aol Hrjae] B AgRYIolof Ak, AT 5 A
ZAL A4 AAUAE Aol ko] B o] ofele-e 2

H 11-11) Merck® HEZSHAN HMH 27

This Policy excludes loss or damage directly or indirectly caused by or resulting from
any of the following regardless of any other cause or event, whether or not insured
under this Policy, contributing concurrently or in any other sequence to the loss:

2) (a) hostile or warlike action in time of peace or war, including action in hindering,

combating or defending against an actual, impending or expected attack by any:
@ government or sovereign power (de jure or de facto);

@ military, naval, or air force; or

® agent or authority of any party specified in 4 or @ above.

S BHZHES 1 00| PHOIE CISO A2 Ol5) KZHYMOR SAsH ANS AL FA|
T Tt Al KON EE WY $YI2H, O B T (P4 T ) 2SR XX, @ §
5232, @ @ E= @9 210 S0 o5 ANl WS Qs EE ¥ OofyEs 322

HX|- RS- Hofols S T

% Mondelez®| BSEEA XM 2AE HiID CF & LSS SYUst
ti. Merck & Co., Inc. v. Ace American Insurance Co., No. UNN-L-002682-18; MONDELEZ INTERN
ATIONAL, INC. v. ZURICH AMERICAN INSURANCE COMPANY, lllinois court(2018-L-011008)
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FARTE, AfolHgLtol M= FARE EA517] ofFt). Alo|H ZARE F4s}o]
X]E EAol= AL AtolH AHA(Attribution)o]g} gt} 27 HH 7|0l o] E9] A

Al
=
A
LU= —JFEQ B HA9 BAA I AELS BABHE B4 o EAE 34
Q]
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X
9]

ol

AV EAE £ 5 2k ST N A el Aol A 3 ol
olth B0 A 215} o= AnE 5 AT A8 2 2 L 2
<Digital forensicr® Sk, B A Hlo] 43 ¢ EA2 WA PHES A4
FEOIA B2 S5k Zlo] ofleh, Aol ShsIAl Aok of | SR AF
S B AL, 1P 48 HESpooDSA & ZekAlPromy) A ol
S| Btk ES FAS Y WA AL Aol T AP 3 GRS Qo]
ofsl7] WEe] 4143 57 43 59 2Ao] A A elehe 59 ofeigo] 9]

Oeo =, 3AAE EAAHRE, AR £ =71 1] BAE +95H7] olEH-
ARy 47N E EARTL sl AR} A = =7 22 e] BAIE
G517 )= ook Ato|H3A 9] Rt} M = FE=7H] TAE US| &5
H Bk AAHAG Heo} S itk 72 FEL xjo|u| AT} BAE 23 AR
£ HRMSO| olf= BSHA] YL Atk FA0] EHT Sk oA Hytio] Ao
2, Z719to] dAo] 98-S FATIE & Eof, HQ £34 A Mandiant:=
APT-19] HIZE F= QYIS S35 2= A6l 61398K & FHOIth 23 RANE
Sl ARFA AR, B S5 FF A, A B ol doke AE, S WA, A7 AR,
340 EHUE 1P| F4A7} AJsto] F50 Sl AlelH o T2 4 55 FoliiAl
7 FOJAE HAIF7](Naming and shaming)ob= d ZIF T A& wiA|ek Ul NSA9]
W& R} o =EQE Ale=(Edward Snowden)2] g0l ofghe] dHAE
2] 20| FgRtof| HisA] o] ATl vls o] AAE ﬂ”% 2
< o 34 EAL 995] A et Sy 22 Het 5jAE0]
sto] E4 =71 &% A7 B AE7|IHE ARG 11 ofd AtoH A Abof
7P AR ZAM GESHAY ZAS Bl ol |t v YIS 2020).
A, FARE 5785t 54 =719 viFE =
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shRs 9 A B4 27} uj

ofe] Ao it 18L& HFol AfEstke A2 ﬂ‘j@ri%l/&%* 7&!4 2 E =
Al oAA7} et AtolH g0 EH"GL 17 ﬁz—‘i A& @HE il BASAe} v H R}

7+ HA thEo] HIHS|AH, Ao
o gict. & &0, eHpt thET2 2014 &3] Ay ‘—47\1/\ SNAAS At H A
o] opd Afo]HRFE2]ZE(Cybervandalism) 0.2 F &5} T}.33)

BAAE S 2AR) w0l B4 b7} Qlehs o] 4B HoE gelEe, 1
W2 482 ool HPBAL 242 S} A% Afolulkart A} B A (Hostle or
warlike) 3¢’ Q1] | H-E g 5flof St

7} QA% Afo]BIAIIZE B Ar) Ei A4 B9R17E Aol el Ae) @ 47 o
9 g o7 AR AR AT BA] $4L Aol Ao A3 4
A) gfct. At B A4 B9 B AR Ao HANE BE XY LR FESS
A A S 9l A Awe] e Aol thae Aelgirhs oAl o)

Asta oz A4 S Sk

—-

o
T

=7F S Aol A o] A2 S T 7]& E 71, ARRZIRIAIA, 4RI E & Tk
sttt #4o] thErtal O}TﬂE}E AR Y= ZE 5 QUth AIE £, F7} Hie 4t
o Axfols I AAE A @ M4 P2 B7]= ook Ty =7} HilE FA|Auto]
7t A I 7182 08 B S7HEE st s 354 Yrsto] 719 sy
O] At | lo] &3l ATk, =7} vijS FA|Auo] FAE ] BAA =Rt

H7]& offith. &d9o] nl=9] Egjgo] opd #H[FA S ot ool AAE B HUH
= A< Aetetd, AidE AAE Aot vla FR= S50 A Aufo] Ak
Z3eotal(Rob), BA|StaL(Replicate), A5 (Replace) 2 E &5 o] & HA|HAYCZ

B Qlok B 7199 AAAAES B4 7]es HHste]l 22 AFOlA B 719
diAstar ek Zolth AlA ¥3 SAHIAAI] vt 2" (Norte) 2] AJARR
2000975 oF 109 52t AHARI si7FZ 0] &= o] 20099 19 TAF AHS 3L

33) & SPML IS8 AX617| HEHCNN(Q2014. 12. 24), “Obama: North Korea's hack not war, but
‘cybervandalism’)
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5 713 =9 shgol(Huawei)= S99 3= F5-2] 7i%lo] 343 o= geld
v QAT SiFB A0l F=F ARt vl Qloke 40 A&H o= A7 =it 7
Alotet BE3HAY 8 7WAEE FAsto] 224 E‘rﬂg 7Fol= 873 Alo|H A of
Al, FEE AL 0|9 22 2 EJY Ato|HFA S TFTITE3Y Tt A Aol 9]
S A A AT A = A PR Eﬁﬂﬂ olg& 4 AUk

¢

o,

C) AMOIHERQ| 7X| Kot

S/ AR BE Aolu| 3 o] thef A4 AAWo] AGHTFE, 27} A Afo]H]
F2o] NI APIH, 719o] AlelHEFEES TYAT ol Rl TS Ao]un
o] el T TuPAl0] QAR FOA Alo]HIATR QI YRS I

3 71910] BB Ba5t7] 918 £ Sk AEolehe o
A, Aol Hgo] F71AZ Aol 3 AR QI £42 AAYTHA, B Aol Bl
23 X7 A2 4 4 e,

cf) HeelAd TRE

7k AR Ao] Aol Hefa] AAAHL A Gl ATtoR B} Alo| AT R
Q13 DAl Rl AT 3t & 9 7/4\% ofutt. 7]& HAYFH2 LA o] X4t /\Pol‘ﬂ
e BE AFRIAA0) HsAE AR A ©

3|Ate] AL ke wwzm Agtet. ejAlol aoz defzl L*ﬂﬂEC’F
oF 22 Bt IR H 1 HQl 3G ¥ YL A E SE Ut Ee R
e 25t Afo| AL} okl F1R ZAR} ¢lo] A5 WAIE S Q)T

3) AfOJH] CHAHoH B FRTHA OF ZZI30)

43 vlo} o] 271 A% Ao|ugAe] Aol APUAL gk AL BUHoE

34) 20004 0|% 0|22 MUZ 3= =0 AmO| &Q{0f thdt CSIS(Center for Strategic and International
Studies)? EMO| M2H, 42%7F 5= o E= YR 2o +H=URH, 34%7t ZAHEE, 51%7F HY
FEE i

35) Bateman(2020)
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o1 742 gAe] o] 2t} 27} A% AoliAtizl 55K 7he ] 20174 W ECk F
Aow Qi) MR/ Qe BT 7E AAAY 2§ o}RE T3 2] AYE, B
A A A AARAE F7} A= Aol Aol S 8T 5 Ao thel ki
SEENPEEOEMBEREE ELURSREL SRR

k. RHAATE 7k A% Afo]sabte] B Al 2
AL A HYRBS i Eok QIst 7]910]) £4o] HE3He Flo] HAX S 5

£ 9tk BYYA A2 Wi

The Geneva Association¥} [FTRIP(International Forum of Terrorism Risk Reinsurance
and Insurance Pools, ZA4] H#g& 2423 (PEIE TH)2 20199 AT ZAS F
Aatol Ajols] eliefelat Afolsh iAol thet A5 1% FolEk. GA-IFTRIPS 20204
793} 2021 39 AZEIE FIHSFRTH Carter&Enoizi 2020, 2021). O] Af]H g
229 BR7RsAE 2451 ANE AolALE FEE BE) Boprl Baslthn
Pt} AL Ao ALLE wlokelE AL Alo|uEIE, Afolu €]2i2iZ, 2
2 Aol HHSI(HCA), Aol 5 57112 TR Alol#] elefelzat Aol s 57
Kololl HCAZ: Z7ksto] Aol M4l e Be weis] skt shick 27h ulF A
olHTZ F AYOE ARFJYAY, 7t Bojgte AR E Bt TAE Alo|HHA
o8, 7} HlF AlolH B A & AP Lol= vAA] &2 P95 HCAZ 71785H3iH. o]
ZH, EASAPE Bl A4 AAEA 232 2 AYske tiAl At 9
of upet FHI7FsRE AleIHEA Y {2 MBSt S slalA} ot

7k QA% Aol A A WA 18 4| g FA HlE AL vz B
33 BAReL B4 7} 2b0) WA 7, 3 Afo]si Mol E8 A4 AW
St steleks, BN bt ARER) S i AolM 34 Ei Hlotol4
THE AFo|HALLO] oA 3] L H Tt o]of Bateman(2020)-2 =7} 7

o} ojsiof Ahglol, AtolH thAfafe] 35t AfolH Tl WMH(Cyber catastrophe

exclusion)Z thS-3} ZHo] A|ots}ict.

This insurance does not cover any loss, damage, liability, cost, or expense of
any kind directly or indirectly arising out of, resulting from, or in

consequence of catastrophic cyber-induced impacts.

Catastrophic cyber-induced impacts mean degradation of the confidentiality,

. MO[HZ|AIO Ciet 2TSH =it 49



integrity, or availability of computer hardware, software, or data, or their
communications, which: causes serious or enduring disruptions of an
essential service, or otherwise causes serious or enduring harms to public
safety, public health, or societal functioning on an international, national, or

regional (sub-national) scale.

Essential service means a service whose uninterrupted and reliable operations
are critical for public safety, public health, or societal functioning—to
include electricity, water, sewage, emergency services, the food supply, the
transportation ~ system,  short-term  financial = services, and  core
telecommunications infrastructure, among others.

o] REL A AolAlTe] AT WA ofme HFYH AT WP
=t AGA AlelHAR AHRFE st=go], AZE0], HojE, §419 7Y
3, A, 7MA At Ol BeAHAY AT Be ASH fES 26l
A =A4E, =27H, A9E] ARE ARTs, 3R, Ao A2 B A%
ARl S5 2k ALE SuRith TeAfHlas 2Qh 3FEA, ARV|s=
sl A|&Ao]aL AR AFo] Fa%E AHIAE SJuRitt. POl 7|, 4
T, SEAHIS, AFEE, *SALE, @] SeARL, dY FESA 1zt
s3Iy

f
fijo

o

Aol chAjs) wale o] s IFokA] eRet. o] olele Tk A% ofR
2 w7 7] SItolc. AtolH el WAL Aol that 2450) 7Ms S EAUThe
HolH oJu)S Fhaick

el Ak AolAlE Abo]H T el Sl A4 Tl B S7h i Ale]
BlAkaL0] Tfgt Wajo] F7}elojof g o 47k of 5] EARTE. 1 oS AlwlE, 3A,
AR Aol B0l LAl H3e] meld so|2 e BHIANE Bag 4 Uk B
S} AN B 7t AF A HTAS BARTY, 5 A7 A4 Aol o)
o Walo] Sa] Ghe &, A3 Aojunze] vl BN Rtk AL
U3 FAHOR T 4 U] hzolck. AAANL o] EEA ol S FY 4
9Ick. A, WA 4§ o) Afolu|nt 7|l thef eig A9, Ato]H -7
S} o

B4 (Cyber-kinetic warfare)ol] gt BA o] 7to] WAt 4= Qlct. u]efd Ato|HA
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FAA AT AFBAE 76 ohz 24 S ol ZolWthd, 43¢ A1y
& Hlolg oA QAZAST RS B3 o]2u} Alo|H-7]Y
o A4 7719 S S5l o] F A= ZIH g A (Kinetic wan) 2 et

SAH0 R Qe tfFEe] #E BT oA Holo} T2ut Afo]HH o] A B4
o] o]fd AL, FY Aol A LA Ale| T A 1} 7€l Z-Z4 o thef HEFHol D2t
At A, HAl= O 2= thAfs HAlQ] 7|z o]2A] FATF BF HA it

2
AR Ads s Lo AfolHAtaLE 2T 4= Sl

o
)
10
N gk
i

o4 4tmi vl o] 71U/ e] Hg I AR AARBE Aolude] A B
o] oYt} Bateman(2020)-2 Ato]HA A HA(Cyber war exclusion)< th2-1} Zro] A9t
stect

This insurance does not cover any loss, damage, liability, cost, or expense of
any kind directly or indirectly arising out of, resulting from, or in

consequence of wartime cyber-induced impacts.

Wartime cyber-induced impacts mean degradation of the confidentiality,
integrity, or availability of computer software or data, or their
communications, where such software, data, or communications is stored or

processed on hardware physically located within an area of hostilities.

Area of hostilities means the entire sovereign territory of a state, provided
that anywhere within such territory, major combat operations are taking
place at the time of the wartime cyber induced impacts or are initiated, in

whole or in part, by the wartime cyber-induced impacts.

Major combat operations mean regularly recurring or large-scale military
operations between at least two states or statelike entities, including any
forces under their direct control, which result in significant loss of life or

widespread destructionof physical property.

Statelike entity means a nonstate organization that exercises enduring, de facto
political authority in a definable physical area and controls substantial conventional

military capability. Examples include Hamas in Gaza, Hezbollah in parts of Lebanon,
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and formerly the socalled Islamic State in parts of Iraq and Syria

o] B2 HA] Ale|HAare] Ante Wgeh ofudt A7PHA SAE BASHA] oF
=t AA] AlolHARLY ERlAos WA Y AA[RE st=dojo] A Ee A
gEE AFE AZE ], HolE, §419 7194, #4444, 7184 Aske guigt
o WAA|Golt HA| FE=7HY] JEE Uitk &, & W ofHoME=E A
A Aoldl §= Qg Al WERHo] oAt HERHo] AR Er 2
How A Aol S5 Faol ol WA Fa AE2HolY Hojx % /)
opel A} EE 94 Bl 7o FAHoR HFolalel Yok EE
2 Ao, 150 484 Bl AUe e B 224 Ao
B TS 2 Aol S Bpldel W 22loA B9 7
53 2o Aol A A U N4 sl Ak WE
A FARE BARIGE dIE S0, 7RI sluks, #Hk=9] d|2Ee) ol |
Algjo} A HoflA IS(el&H=7hE ZATIT

A7) AfolsaA oFpe 71E Akl 2R Aol A BA), 5 3R}
=43} ZAReL B4 27} 7k0) A 180 BAS shadte. AolH g MAL A4

A 9 54 =7 iR o Fek Aglol, vt e £ZES 0], HofH, S4lo] &

Berliner(1982)= 2RS4 e 7|28 37 A4 9, A4 29, 304 20 5
A A2 FER Fo14 ZuiolA, REAES 3554 Hie] vl o gt

) Aol Ho s G AfolH L QI 8] el it Svtel e 8
YRS AUt 295 0l 97, BF SoIA Bt R B Ao]u

oot ol
Mo =
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WA it HRE AlFS) Yo AP EE S| gt FA7F BT, Y] 54
o] F5¢l wet, & HEo gt 7|49 =87t SIFSHAAL ol RS FE AlE
o2 F-33t Zlofrt. Afo|HARALR} AfoH Y Ao FARE Mo} T 7o dofH
e}, HE AlEe] 28] tigt STt w2t AAEA ZtAn. 22 Eed Aol
gt FE AlE2] whs-e/del tigt =ol7h A=A it

1) H2EE

ol et HYEH A2 2018¥ EUS GDPR(YEHIQIA R E TH) A3zt 31| Al
A B AL S8 Aol H3loH, 7|d=2 8422 20201 OECD7H & =2l
7H45HATHOECD 2020a). GDPR EU 3ld=to]] dBA oz H8E|= /PR ETH
o=, 2016\ AI"gE o] 20184 59Y A[P= ]It GDPRE 95t Al I 5 FaHE +7gst
3 9lom, Hdf AT LubE EARRl A9 A AlA BiE&A 9] 2% S 1347 {2
(9F 1259 ) T &2 Fqol, 3835 ot AR A% A AlA HjE 9] 4% 52 24
T FE(QF 2509 D) F =2 FYolrh FH Y 7199 QAP SAE s SHUEHS
HF Y9 A viE2] 3% o]t — HA| W& 3% olshERt of g} v, ATt 5, F
= 5% FA A SEo 9 da FI|ES Aot o] 7199 ol gt Fgo]

@45 F7bstoin

290], &2HP7]of, AYdlE A et hRE] FH=7loA = /AP EE S ofut
o] I Had EAHEE AFohs AL A F=9 S35 (Financial
Conduct Authority; FCA)L Bt Y9lga] HE](Ex turpi causa)o] Wt Hao] tist &
PAEE PAHO R FAT v} Fotet Aolat PG Hale)

NIRRT 748} 7| 20] wre, Wio] igt 719le] Hgto] Theslia), BHaele] 1]
9] (2] vs. TH] vs. B0, Ae] ZHEHPY] oA vs. A Sof wa} ez}
548 9] Wesjof S 1=ol7) gIX|= THOECD 2020). T2t 98 tjiEo] 3
7} W20 gt BRI E0] Folo] whiths HolA] 7120] YRS A At 9

Tk Z1S7HA] =2joflA] gkeje] ol & Aol=t, =7k 1t Edet 71| B sttt Holt.

36) FCA Handbook GEN 6.1.5(Insurance against financial penalties) No firm may enter into, arrange,
claim on or make a payment under a contract of insurance that is intended to have, or has or
would have, the effect of indemnifying any person against all or part of a financial penalty
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2) dggs

Ot TjshE Zefshe Magle] o] FETN ek, BRSNS AR A3 o)

3t 2} 5.9 OECDS EIOPA 5 3A171579] FE7} o]o] 43 itk <1 -13)0]4

B v} o], 1l §3 - 5% APgel A BoREE B Aol Hu YL R BYS T

Bk, Tk Ao|¥|el et AfolH| B Aol Shefgol whet Afols = o T 2

2 5] 7]30] HYEEA, H BPsAe] DR s vl LA F Fa
WASo] T R BAA] YA WD T 1-12) 32

u)=+ Z|FE OFAC(Office of Foreign Assets Control, SIAFAFEA=)= 20209 10,
A glolo] FERE A5 FAAIA Hde AFsH] A OFAC 3135 otof itk
U&= © 7Io| =3kl WIS OFACE AlA thdt A gAlof &dke A=
She A2 F7IRME o]l2 g sk W= 5L, HAIA 5 HdAE= Golst
Al st IA= AR A 3AS SHAZE B oty OFAC #HAIE fIuFe 7
5A40] 9422 A 15}FITHU.S. Department of Treasury 2020a). o= Xt & A7F
2 AT AL 31 T50] HohE UL A 9o] el AL} TANZAA A
H(International Emergency Economic Powers Act; IEEPA)Y}F AAJ=+1W G H(Trading
with the Enemy Act; TWEA)S] 917, v 913} SAISL A4 chgie E2 ARS
31 5 % B3kl YA AP S5 ORACS) 7 ] 3 12
AR A o 71200l o WA 2A} oL}, R5 3} Ul MBS Hejohe 3
s Aelein e AT BURE Hg T4 D A 8 2 1)
ZA iAoz 23HE 4= Qltt. ok&d OFACY W=, AA @ FAZ FAE Aol A
PH AHEZ AATHA] okl Qe zte AlA A9k il tis) WA IS =2 5 Arh
OFACe= AAH/ A} 53t 5 Z84 AAHd=o] /Ut il A= Aol A
4 5 3l 71EEe] A9 718 J2EE A8 AA ol ZEIHS A AA 9

gtol =28 4 9l 9IS Fofof stk Amshgct.

M A0 et o] st A9 U ERE - G AT B fF7)A
= PR ) mlat SARE QRS AXRT 20209 Zak ApERGL F7HY

E

l!

37) 25t H8 X|¥S Y= a7 IE Lazarus Group, Bluenoroff, Andariel, 2IA|0F 47 2E9! Evil Corp2t 2|
EQ! Maksim Yakubet, Cryptolocker WAt Evgeniy Mikhailovich Bogachev, SamSam& 7igtst & 0|zt
912 OFAC o7t T A Z2ZAXZ2 X|-et
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BAAEH 9N (Agence Nationale de la Sécurité des Systémes d Informatio; ANSSI)-2
B33|AL0] AR} AFEAEREAPOS} Bl ElE 2R A Q40 T ML 9uket 4
b A4S AT HEse] BHTRE WtolH WAHOE B SRk

T 9% RETFo] HYAE 21 Ex TAAARIOR A FE 2] 2390]
ehe H 7ISHA, BTN Aol g R o] 2407} Sk ANSSIE A4

o] FAAE0] Al HERS FYUT 7|19E HAOE A== HolA, EAZAY] A4
HE AlZo] Wl THE A&AZ|AL, IR QIFE FoiE FiAIxItka sttt
(ANSSI 2021). o]of] ZA EFHFB|AF AXAE 20216 59 A FAR|oA AR
AT TS st

(B 0-12) Z7pH M0 HIR1 CHREIY HIRCHRISA HQ)

o= Z HL744(Submission) Z|AH|E(Y USD) ZXHIZ(S USD)
o= 15,672 489 195.7
oA 4,476 13.9 55.5
AR 4,088 12.7 50.9
O&f2(0F 3,835 12.0 48.0
=% 3,747 11.6 46.4
FHLICE 3,236 10.1 40.4
G= 2,718 8.4 33.6
ST 2,072 6.5 259
QAEZ0} 819 2.6 10.3
FAHE 265 0.8 3.3

! EMSISOFTE= =22tH|=, EMSISOFTY] &7 &

MO AH MH|IA ID RansomwareE 0|8s5t= 2

Z-0RH B2 7(70| HARI0] 2 BARKRO| 24510) MBSO, HA| B0 TsH7(2le] of 25%7t
ID RansomwareE 0|2 =01 702 =Fsgt
Atz EMSISOFT

38) YUEIEOl OIF I HA| HAAE HEZATO| st WoirTHO2 EHSIAS| S MBS0 Cfol =42| of
A7t 3X| UE ROZ HO|LY, O|=1 THAS| FHUZ, AO|HZZANA HEHET} H2{Z|AEQ| XZ X[
0il St MY SAS 2|0 XA=S3te 7IHZE AFBECHH, 015 F7I0ME g% dHEEE| gt 7|=
HaPt S Aoz HY

39) French Criminal Code Article 324-1

40) French Criminal Code Article 421-2-2
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3. AMOIHZ|AT0]| Ciet HEZSW Sirf

20179 W[ EckR Qg & Fsife 1009 E2|g FFErt BElo] 7o HsAt
Wﬂ Agshe A, S EASAL 309 SR l % 90%E AEH Alo|HH

g, A= BAIE Aol E o] HAgTAolt W EokR QI 7] 9] Hd2 Q] &3
= W -HlolE - AILE vk 5 ARt ofy=t :Liﬂ FEFLES eI o=
71E 2EAY BT g E ARG FEH R FHoke 739 &3
2, 4= Aol E AL 2 Aot} 20174 WH Eok 34 oA/ L, 45 A}
ojHEEe] Atjetolg ElAdd] tis) RA[AAE A4 0R tedittal o= oY
o}, JRofl= Estal, oF 19 Aadt Eﬂ*é%MOH et 2ol & &4 70%O]
OlEth YFA Afo|HHE Y Qlrjeto]d BlAaE ¢t 111%493 A7t 2EAY SR
Ao A2 R o3RI E A AfoHALILe] 1'41 ikl

H, W EoF ZZo] 2017'd0] obd 2021d°] Y¥TES

=2°0
O =3B} X
_I_I__T_o]-_r_ }J‘q

mlm

F

i)
mlo

(12 1-14) WHEOLR Qlgt Tjgiasoy

I 2= (Silent) HE, 27 SESAM F)

HA|E (Affirmative) &, 3

F: ole 19f 22y

At=: Bateman(2020)

o= AolH 2 ATo] thgh HAgaHo] o]\ ] 210 = ol ifErt. A4

A, AtoIHARILR QI A& E A1 &dfjof thgh BA-gwo] E7tujskct. 20104 E-Oi
AbolHz-2 9] 13tz Qlsf Ate|HALLS] W1tk 9l 47} F25] F7IsHAA, HA3|ARY
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AbolH HAS A=A 07 Frlelal, T Alo|HE o= AEEs] B FPAME &
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AfolHE R Tt =8 F43] 71T o= AfHn}. Ato|HE|Aae] oF3-d3
349}01] o-5-3h Ed‘ﬁ?ﬂlL *}Ol‘ﬂiu S0l B4 7125 HT A= Helrk 7414
o2, ®APIHARLY HIEk Bl Y S7F HiAis] 7 5ol e 3+ 712 Hsk @ &
=4 Afo|HEE ] lHEtold] A TAIstet 1o mE YA 2EHAd 9EY
A9 Al wi M YR AolHEA] S| FA Y, © JH & ¥ 5w A
H-GEAC] HSHE T= AolHERS] BZTY, @ 20179 W ECF 3408 ST
=7} S AfolH Ao et Al 4] AR -8 =y} T2 QI HHAAA 2 AfolH
tjAfs] 2 AAHER L]0 787 6 HFALe] HZ 2 @Ak o] uhaolA] = Wl
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a]Rt =0)7F M= A] gEQkth.42) it At HARILY] Q- Whoj Hith= F-A o] o]ttt
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ojo] AA AeTHEH APFE Ashe vl=, 9=, THL, 5Y, 2F oM e A=
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of thol ARFTE U S5 AT AL 5 YA 0] FOITHEE 1I-1)
32, olikz A B|eiRY eIl ofn] EASH JPAHE Aol Ang § X
2I%9] £9108 F7hsHe 2ol AR 1Y Golst Ho|ol] WEo Aug
o} 4 Ato]ulel A0 theE A HE ZRIBS Azo] PSPl Aol
22210k Afo]HE Y Algo] YRz B Alztol] FAHA Haksick. A7) A7t A
w2 ules, 9Eo] FAYE Heuy ne o] 241 g Il Ao]HE A
o thell HHA Aol B E BRAURE oItk Al gick. AolHel Azt
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Tl oz AAE Aolsle Aol tet BTN AZE st ASER ¢
g Aoz ualrt
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AL A 92 TFOME AleH HIZEIE LR % AlEEso] Hisf FH7T AR A"E
8 AFESE AlEshe Wetke sEoo] 2A4 453 AESHAL Al vl52 Ao EY
APEe] F = aA1o] 7] SHAIRE, FT XSk AfoH3 A9 £ HA 0|7k o W, A
o] AtolHE Y AP ZHdol digt =o7t 7P A=Atk =2 o A=
27 9-11 HlZ2lF o]l 199399 HFEE T2 IS HEal, Tgie 19869
B gYEd g8 AT 2 7H4e HEow oRslsigitt. IvkE HiEgSo] ugst
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B T2 AO[HAILL HEF 2%
Sij
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Hooog mEs o zaf =9
s
PD-BI- _ PD-BI-
= . 201745E H22E T2 74 .
D|3 XHE%‘XI- Hng_}'lODl. X‘|71 (=il Cle= o-lo IISkH Hﬂgx_ﬂol:!. O
Mrpeay | T ES AMOBEES SH gy
2018H2E RDIZEE XS, PD-BI
o] O M . .
(G?) H=xt PNDDE'| NOHBZOZ QI3 A4 D273 | (RS | O
° Mg p[ed)
MESIX HAF H2E Ao
mapa HE Xf PD-BI et B 1E| Ho0f Corzputer PD-B| _
NEEES) OffenseE YA|EOZ 5t
ZHQ| AOIHSZ0] Z2T0A et
=Y Wi=l=Ns PD-BI | HIH2IE Folofl ReolCtil Extremus - -
AG7t Q1ol= 4% HE
iR} SR AO|H H22E2 HHEH
s )::_;x PD-BI | Z27d XMZ0| HiHSLY, XM= - O
=2 Fusoz =9, 3
- ZHIC| AOIHSZA0| He HZH2S
2S5 . . . .
ampl | SR oy | oM SESHC CCEg s | -
e - HEESAN7t HEHSl= 42 &8 e
Z: PD(Property Damage)= M=23H, Bl(Business Interruption)2 HS&oHZ Qlst AASEHAGHE, NDBI(N
on-physical Damage Business Interruption)= 218 MSAGHE SUIGHK| 22 FUEHAMNE 2J0(E

A= MR Age

1. 0=

7h MOIHES AIF

1) E8i

20029 AlA Hzz A|EZYoloflA HFHFERH(California Security Breach

Notification Act 2002, California SB 1386)°] A|AE ) o|& A|Zo &, ul= U] 7]
Qs el T2 7190] SR, Ak A A, WA AV A 5 FHE Y
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71 Z716l0ch B4 v, HE, /AR 450 U ujiaYy 5 A5l A ¢
B QI E o A BAGHA] b= &ofi7h Sl whet o] & MER BA S

HE o] wulE]7] A&t Yozl 2006S AJZHo. g 1SO71 #

o] AAALE L ZH€t5H HIAA A E(FE Aol A dlole HAE F7l6k= &
71& 71 QR A AfolHARLL A HAlo] 7t wet nlmo A T Alo|HEY
o thgt o2=7t AR =2 AFEAR 7|E AlA T AfolHEY AR 2F 90%
£ ARl

uls 7142 Al Y APl = =eAtR, A AlA Alo|HE Y] AeHE RO oF 90%
£ ARt oA ml= A HEE e W8-S AolHES] A9 &
A4S o|BH Bl o4 Rt deh Bl Aol et AR 4o] Bag ol
olt}y. tFIAHA L, njZo| A= AEFE W FIO(Federal Insurance Office, AH}HE L)
o4 2017958 HAH Aol A RS QA TAS Fof wasky Ut A
A FIO As 2019978 37sl0), olsteli Bt Bzo 4EE EE AM
Best(2021)9] A2 0} 831o] Aol suE A BFS AN HES Uk

YA Al HY YeEARE d HiM] 22% S5kl 279 EEof o] ErH<IH I

-1 FR). ol $717 AT 8.8 Rt OMEH}OM% 2 53] 7199 Aol
g0 tgt L7t HtgE Ao g HRITh(IH -2 FF). 3 RIS/ 149
HAH AP EY 7IAE-LS 20209 47%E, 201649 26%0)A4 A|&H 08 Z7hstar ek

(T m-3) 2). LU HAIA Ao E Y o] Al g AEHT Y 1%l ﬂli
B35, 2020 712 Ad the] Z7R2-L 21.7%E, 2018W(8.8%)°] v Z7135t 4=

U 2015~2016Y 27.4%, 2016~2017d 36.6%°] B34 ThA Wo Z71golt}. Alo|y|

1Y 5T A thH] 7R 2016~2020 7]7F 9t 8.8~36.6%0] H-3L5}0]

AEAES] QMY A oA s] EEul= BHY, o]n] A&A ol XYt B 7P R

& 2.9~6.4%0°] ®3sto] Ao Qb Aoltt. PAA Ato]HE G of|A] T Alo]HE

9] HE-L 20209 712 F G0%E 2017H(54%) 0% Z7HA|E Helt},

AbolH B & AlFote BATIAR= 20159 3227]A10ll4] 2017'd 50770, 20194 5807HAF
2 Z7F8FATHEIO 20202). 1L} w]sk AOIHEE AR A1) S7|AZF 20204 7] Al
FHTE 48.1%, 79 1070171 68.3%5 AT H 2 H5E APgoITH(E 1-2) F=2).
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(O3 m-2) 0= ESHEH2IMe| AMOHEY 27|18 Q8 Hakg

I - M- St . - S A=
0t BAH AOHERS QF Halz FYE
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28 W} A 7N 58 F710] 2 Ao|H Y A FAT 4L BFAY
Aeietoly & 1y HATE Aojditt FHT 8& AYolE BFST Aol R 713
Bo| LRItk A2, I3k Aol ATt Bk 202, HANY BHAHE A
OJBIARL Qlefeo]d W BG 22T F7HE Peisol I Alolct

1o

(¢]

A

HAIA AfolHE o] Hele PRI (ERAF 1008 7 )7 - wf 7] 2] o F
o /ggle] 20164 ©F F7Ishs FAlCIH, T=Fo] 20208 7|E %= W7IAY
0.3%EY FA] (1Y -4 FF). F539 e P77+ 20161 1.8%O
A A2 S718E0] 20194 6.2%%2 HHe AL olF &% g4kl f7|Ag 5717

0.16~0.28%0]| H-Z 3ttt

(O m-4) 0= A AOJHES Aoh 244 1 ALl i

4,000
- s T IH7 [£]_2i4= 161 196 I

5.94 G

IHZ | R_BIe HE_ e
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At 5ATE A E R O] AR AR E ABH 19% S7HHA 5717 AeHE ] A7
AL 20164 5,9557°14] 2020 21,920A02 ABHF 38.5% Z7FeFAch<ad 1II
-5) IAR). TH FPEEE E5F0] 43%, H7|1AFo| 34%=E TFEHoA BEF 77t
Hot w24 F71sH.

Alo|HZ-A 0 2 QIS BsiFAte] HShE Ha FUl-E2 53l TS 4= QU AtolH
By A70E 9 U AnEH, B7|7E 59t GARKst-party) BE7F HIAAH
ABrd-party)ol] Blof =K1Y M-5) FX). AA| H7FA4 o] GAR HE H7+a5
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9] H]&-2 20164 55%0) 4] 20204 75%2 Z235] Z7 sttt 2020W9] AL HFZ
9] tiFEo] GARIEHES] Ao = YElTh ol 2, Alo|HEY Ao iR
o] 7RI E fE0] - v A edo] ofygh= oju|olth. o] 2016~20209 717t &
At HAFH o WAt tiqt o] 34 7ol 7191 Aog KRl @AYol F
Ao g Ql3f 7|AEFT ol WHE &3f, HiolH E A|AH &4 5= 355 A% Ky

T AT W s olRAT 98-S 55 2 % 9k

¢

& Vol EFSHL Bl BT STl wht 41 9] &sfgo] BE £ 57t
Skal Qloh AT EY A f A9 571ARS] 20204 7] Eof&2 78.3%= AW thH]
33%p Z7FFATHCE M-2) FR). A AA) £518-2 20204 67.8%= AW thH] 23%p
S7FITE. AP0l w2 AASIAPE Bl w2 E5eS Holth E7F G539
£o&2 73%E, 7|2 P (9% H|sH 14%p =Tt

(O3 m-5) 0= AH AOIHEHS| S X HE R
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A2 TP 18, RE2 A HFE A U] GAKIEE HF 7490 HIE(%)Y
Xt=2: AM Best(2021)

Alo|HHE S 9] AL EVMIESERT =2 DCC(Defense and Cost Containment, o] @ HJ
$97 L0 22T WSt Yok DOCE WE B8, VY U1, BB 32 1 &(Expert
witnesses), A} H]-&, 7|21 = H]-&(Records duplications), A TEH] H]-& 52 Z3lsic)
2016~2020% 7|7t &2t ¥gEAl jE] DCCY] B8-S 0.5~12.7%0] B30, A FHE g
= 1] DCCO vl 0.09~0.28%l EEFH(TH I1-6) F2). AM Best(2021):= AtoH|
H39] &2 DCC HIEo] Alo|HE R0 R oo 7]R1gt Z 0 & Folgitt.

ek
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(O3 M-6) 0= AO[HEHS] YoHIE

2016 2017 2018 2019 2020 2016 2017 2018 2019 2020

1) 52 gAAo [iH| DCC HIB(%), 52 XIZ=E&Z thH| DCC HIE(%)Y
2) DCC(Defense and Cost Containment, 20{ 2! HIEXZ! H|Z)= HE HIE, H¥ HIE, MEJt 301 HIg
(Expert witnesses), ZAF HI, 7|22Z& H|&(Records duplications), MIEH| HIR S8 Z&kEt
Xtz AM Best(2021)

(B M-2) 0= FL HsME HESE & 202

(1 %)

oA

. 00 B am w9 o0 (200

Eﬁggﬂ ﬁﬂ% (=nrpr=1 = o= o= Hl%
Chubb INA Group 404.1 13.3 14.8 0.0 31.8 61.0 84.8
XL Reinsurance America Group 293.0 27.6 10.8 100.0 68.5 98.2 123.0
American International Group 228.4 0.5 8.4 99.2 55.7 100.6 126.8
Travelers Group 206.8 15.8 7.6 81.2 34.5 85.5 117.2

Beazley USA Insurance Group 177.7 17.8 6.5 95.0 30.0 47.9 75.1
AXIS US Operations 133.6 37.2 4.9 67.3 29.3 46.2 73.1
CNA Insurance Companies 119.6 26.3 4.4 15.2 56.5 106.1 133.5
Fairfax Financial (USA) Group 108.5 66.7 4.0 99.9 54.8 55.7 80.7
Hartford Insurance Group 102.9 78.8 3.8 10.7 34.7 29.4 59.9
BCS Financial Group 86.6 13.8 3.2 57.7 54.9 59.1 85.8
Sompo Holdings US Group 72.6 46.0 2.7 100.0 43.5 114.1 136.4
Tokio Marine US PC Group 65.7 24.9 2.4 48.1 32.9 48.8 75.6
Zurich Insurance US PC Group 64.4 30.9 2.4 89.2 89.3 40.4 63.1
Liberty Mutual Insurance Companies 41.9 -38.8 15 4.7 56.0 30.0 64.9
Aspen US Insurance Group 39.3 101.0 1.4 99.6 4.2 29.6 56.9
Berkshire Hathaway Insurance Group 37.4 19.9 1.4 29.8 129.6 25.8 427
Markel Corporation Group 29.7 52.2 1.1 74.9 33.9 38.0 68.4
Everest Re U.S. Group 28.2 151.8 1.0 100.0 15.2 48.0 74.8
The Cincinnati Insurance Companies 24.9 14.9 0.9 0.0 15.4 24.6 56.0
Swiss Reinsurance Group 23.7 72.6 0.9 100.0 99.3 42.6 70.5
Top 5 1,310.2 14.6 48.1 66.0 44.6 78.3 104.1

Top 10 1,861.3 20.5 68.3 60.8 45.4 74.5 100.7

Top 20 2,289.0 21.2 84.0 59.0 47.4 70.2 96.1
Total Standalone 1,605.3 26.9 58.9 - - 73.0 99.5
Total Package 1,117.3 13.5 41.0 - - 59.0 85.4

Total P/C Industry 2,724.7 21.2 100.0 58.9 44.8 67.8 94.2

1) ¥SEER Hl= 1,00082Y
At=2: AM Best(2021)
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Lt. E5IHE
1) H2Edy D27

20014 9-11 HlejelZ0 A% HEEs|L oF 2309 el o) €234 5 Arf
BRSNS 7St £AL AL BHIIET ARYFEo] 7|29 ELY
SEA] HYYEEY BPUINA HUFOR AT £ohE ATHAL HeinY
AN S BBt 911 El2felE ol HBIARE 7|91 oFte] Hlefu
2YL YAHOE 271 4 YES FuPFTo] A AFSAL, I 23k 20024
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7h 71 ARl A AREGS F71oha 1 FolALt ALY A4 naAE, BT
AL A So] M- AAE T YehErt FAsPA Ik
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o]o] 2002¢ 6¥ 93] Terrorism Risk Insurance Act of 2002(E|2]YIEFH, S.B.
2600 A7gsto], B 7|JEFo] HH2E HE Alg= JFafetal FR7F A3
AR Aol Zhojsto] HelsjAtof] HEA o] A EAGHEE AlSoh= HE R 221
TRIP(Terrorism Risk Insurance Program)}& WE3Ith FH = HHIE0 R At AF

HYFo] 7Ieadle 236k HAAR] 20%, A5 80% Hl&& &4 wEtt

I

TRIP A&}t B2 7|P-8 P&CHE S (Property and Casualty insurance) & ASHet}.
SHAEE, 7 GESFEEEIY 23, AR, SR, BARRVIAEY, FE
9, B2 2 7|A|RY] 5 tFEe] 7194 AlEHE o] TRIP 44 HHE=0] sigritt. H|
2lefEo = Qlsl ¥ HA oA Tt Eaj71 IS B9 o5 HA S| WiiZofl, Aok
8o ufet AEEa], YPF5TE3), CBL NDBI HARY 52 EAS) AR 49
gz Qg A ysle AR ol NAIC7F #5738t PACEY FoflA Aat
Y, VYEIIAEY, HEEY, e}l SeRSEASATE Tt S3ESEY
(Financial guarantee), @IMIHH, A7 B YPEHA(SEA] R D), Z718+HEd
H(National Flood Insurance Act of 1968)9]] QA4S 34EE QRS F= AYAYEY, A
€ A=AEY, ot 9 JAr Bd HZH3(Surety insurance), YLHARAREYH
(Directors&Officers liability)}S A|2Jet ZFQuAAQ] B 3 (Professional liability), 545 TF

298 B 8)(Farm-owners multiple peril insurance) 52 TRIPS] Z-&-& Hkx] Qk=r}. 45)

45) TRIA Section 102(11)(xi)(excluding “professional liability insurance”); 31 Code of Federal Regulations Part 50.4(w)

68 Olf+E1IA 2021-19



TRIP A4 gHgg& Alrs AFEAY, ZEQFHE AN Secretary of Homeland
Security), 18|21 A& Attorney General) 7F €99} A HEAT0] £0]L Q St} TRIP
A& HH S H= AU FEsiAY, FE B FRE Foto] BE AR I
F= A7) f8f m=e FE W B2 vls 549 FE7IU AR WolM o) o - A
71Z2ARRA0] SE 7FE & e 2 AQ1 P9 R FYH k0 g gSolg e AL &
7t A7t Aoz SRAZE I A TR Bl AW HiF SR AT AlE
B3 mHYEA SAVE sHint @S 23shA] ko TRIP HE 2719 2=l f
FotA] eh=t}.48) 20029 EUH o] F TRIPO] AH #2 glrt. w2 AR 20139 &
28 vEhE TS PSR FASHIAIN B AEEY wEAEAY o] 5005
gefof] u]x]A] kot TRIPO] AP A] X4t

AFE= 939 Ao we TRIP W 8748 FASIeh Heke AESIATHUS.
Department of Treasury 2015). 2015% TRIA A5AHO] EZA 95l= AHFEI}

) 99 BH- YRS AnET. AR
TRIP A&t/ HI2 R IUA] o 75 wto] Qlof &8k o] EAst= v, 28717
oh_l-;d oz _0,1-1-1 0}7]7]- oﬁgq- % o}

2) AOIHSA9| H2{2e XM

20169 o]A7IA] HHJAR= Alo]HEfAA H S AE-S- NAICS] P&CH E EFH(Uniform
Property&Casualty Product Coding Matrix)oﬂlﬂ AUHiATAQI R Y = A EQIujALY
QX 3(Professional liability) 59| 3}=0 2 H=35lo] Al115}9ict EE9] /\]-O]‘ﬂﬂﬂ*b‘”

46) TRIA Section 102(1)(A): The term “act of terrorism” means any act that is certified by the
Secretary, in concurrence with the Secretary of State, and the Attorney General of the United
States (i) to be an act of terrorism; (i) to be a violent act or an act that is dangerous to (I) human
life: (1) property: or (ll) infrastructure: (iii) to have resulted in damage within the United States,
or outside of the United States in the case of (I) an air carrier or vessel described in paragraph
®)B); or () the premlses of a United States mission; and (iv) to have been committed by an
individual or individuals acting-orbehalf-of-any-foreignpersonorforeigninterest(2L EH2{2|ZS &

EHHQI0f ZL&k6t7| 2faH Terrorism Risk Insurance Program Reauthorization Act of 2015 OAl & 245
A&, as part of an effort to coerce the civilian population of the United States or to influence
the policy or affect the conduct of the United States Government by coercion.

47) 19429 0|% 0|22 MY F0| UAKLE, 0= st OiX[Yez MHS &2I5t A2 19424

48) TRIA Section 102(1)(B)
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Aoz AFH

201690 F HYA=GE NAIC| P&CHY HF3of AEQIHAAYHE Y} Hr g
AolHHl AR (Cyber liability) BEAFES 37151g{Th49) o] & ols) Ato]d A=Y
Zh1e] H3AEo] TRIP A-&H ol sigsh=A] B TRIPOIA BAIZ 02 HAsh=
FLolujA}RA Q) B 8 (Professional liability)o]] 3g3ta] TRIPS] -8 whA] 9ki=x]o] Tt
S2o] A71 = Ae.50

ol A= 20164 12€ 279, 2016\ 5= 5=l ofs] Avllel Ao i
(Cyber-liability) 2}919] H8AZo] TRIP A-&thA} P&CH Hof Z=ch= )RS Ehi
SFITHU.S. Department of Treasury 2016). Afo|HujAFAQ] FQl 0 2 Al 71E T Alo]
HH3]0] TRIAS] P&CH Y 4 o]of] =Rl Kttt olof whet 20179 49 145¥ ]
Slelzom o8 Aol AR el BT £k BAL A9 ol TRIPY 4
89w =k 31201749 49 195 E B} s Alo|HujakQ] B3 (Stand-along
cyber liability insurance) 0.2 A% AFES 7JAl = A5 T Alof= TRIAS &5
Sok Gich TRIP 2 HEAE W) A| HESAL HlefelZ SRS 9RH oz A
OF Wtt. 2, WS Aoluu YR Y Wel A, HBIANE HelgnE gRdoz Ug
SfioF 0}‘:} 20209 119 A= 20161 AFRAINS B o] whgstr] £1sf 31
Code of Federal Regulations Part 50 7§ J115}ITHU.S. Department of
Treasury 2020b).

N

S~

tolE o] TRIP 2-goi4ol et wet Esjibs PACE YA Ato]H E]2Z]
< HAxI2 AASIAHY, AAE F4 BlaTo] gt f2=, @ ARLo] tigh Aol

49) NAIC Uniform Property&Casualty Product Coding Matrix0fl 23, ALO|HHIARRIESH(Cyber liability)o
OISt NAICS| Mol= C}3ut Z3(Stand-alone comprehensive coverage for liability arising out of
claims related to unauthorized access to or use of personally identifiable or sensitive information
due to events including but not limited to viruses, malicious attacks or system errors or
omissions. This coverage could also include expense coverage for business interruption, breach
management and/or mitigation services. When cyber liability is provided as an endorsement or as
part of a multi-peril policy, as opposed to a stand-alone policy, use the appropriate Sub-TOIl of
the product to which the coverage will be attached.)

50) NAIC, Uniform Property&Casualty Product Coding Matrix(effective Jan. 1. 2020), 10, https://www.
naic.org/documents/industry_pcm_p_c_2020.pdf

70 OlfETIA 2021-19



HE] A HARMEE 39~59] 282 Adste el Aot

3) ol A F7h=¢

7h) H2EE M8 AMO|HSZ9| Sty

Afolejul 3 Q] B o] TRIP ZH-gti/do] EHA] o] =R M2 A HOE o §
FOJ Alo|HFZo] HIHEEC R QAE+=A], = DTI(Declared Terrorism Incidents) &
Zojc}. 20029 TRIP =Y ©]F DTI 870] F=5] 0] TRIPO] 54 2{o] glct. whatA|
DTI 8710 i3t AFs]d AE7F FE5] o|Foid 7137} §ilth. et 2013 HAH nf
2tE J ARLE A7I= 2015 TRIP 7341 A 9J38]= A 550l DTI 8339 s 2415t
L5 AsISITh BAIRE sHE e AtolH E2fE|Eo] TRIP A-&tiiol oy 7] wi
ofl, DTIof thet A= Q= =97} o|F A7) A&t A& 20169 129 A 572 Z|¥of| w}
2} Ato]H E 3 o] TRIP &-gtf/do] & o]Fo|c}. AFH O] LA Z o] 1 Fejt DTI 87
BB AlgE E= dvigto|gol] $83F 18 8 4ot mEki BHGAIE ARE
7} TRIPO| H-&E]= Ato|HBA S Bs] & AS 8753t

OFol Q1 Afo|HARILE QIZH &3f7} TRIP 4-8-Z 17| 9JsiAl= TRIAY HZ2E B
TFA R AL &Z3fo} St Terrorism Risk Insurance Program Reauthorization Act of
20150 wp=H, TRIP A H4 HE 2SS O Hi2=lE Fflololof stal, @ /AP -Al=
(Property)- 7]ZFAFR] ol 918 0] Bi= 9] Ei= Z A2 Qlolofof 5taL, @ 1= Y&

2 = 49 FE7Iu AR U, B vls I Ulol WsiE xaisfof stal, @ A
Al E= iRlEo] AAE FflolofoF gt Hl2iE]|Eolzt EAEE 5 BTt 297t A
oz SRATE B0 A LAYt FRolAY HZEEo R et AEhd sEHIAEE F
A7} segk el E ZastA] F o™ TRIP W 2719 gl2|g] &0l sidstA] g=tt Ale]

Qg T FEA] 5008 Gl ZApsHA] oiRt FA Aol T ettt
o 1™

O|A Y AtolHE] Aol gt B 71E HHEY T2l AA oA 25t
o 2y, olg Al 3lof o2 ZA-ol AZIHEAUT. AF-ie ARs e EAHE
i3l ofsiEARES] odS £3]- FF )AL UrHPatel 2021). FA[H 0.2 A, Ate]
HEZONA 1T -AlE- 713k el 94 39 Ee F2E Pt TR FAIREE A

Il 2= 29| AOHEY AY & & 7



58,

Fokch TRIP 482 sl ARRATE Aojulgo] Zeol7y, B Hojw
AT A 72 719A o] 91o] H WIS Beslof gkt

o

EA, TRIAE Al=(Property)& THI2 22 oI5k gt A2 AES ¥
Al g AR/l et F=9f F3hE 7tk TRIAZE9-11 4 °]% H3|AL] H|F
2|5 2l HEof gigt 28] 9] g3l FHel 5 32| AEol == A ¢her
H2iE)E g0 tiek P&CEHL] ARt 52 HA 0= gt ol w5050 A&
o] P&CH Y BAFAEY A0 = F57ksditt TRIP A8l AEel 792 A=l =
Ste=A, Hol, AE HEHD 5 732 Alee Zdsker] 985 € 27t 3t

A7), 384 2 3457 242 I3 44 ¢k LE elejelaE Pho] 159 &
BUS WAAE % GG A% FL SHe A= Uk B3] Ao]ei3A)
3AAE SHPI} & ot 3Rt SRsHetE TuF P9t vF A
% 459 FeHCoercion) 0.2 AESRA ¥, LA Aol Pk gt
€221 Y9114 RS TR 447 Yk ER AL DT Wy 2 B
o] e Zag Algtolt, 344 L BA4E71S Wl o g Alo] 288 5 9
o} 20174 59 129 9eizigole] 39 6/4Yo] A 1280] FAAL WAL Aol
¥32o] s dejel 2] et flo] ohletd AYURS o] YL AE B
F W78 ARY S Uk

S, TRIPS] 33191 Tt A2 AL Ao]FZo] RS et TRIPS Aol
B2 W87k 0% ol AT A0 A7R Lot 912 24 9 719le] e
31 HEAI) AolHB o) glof vF 447199 FRT F§ L Holels} 3t
&¥jo] &40] BT & itk B FA% 2 vojy) £AL (KO AuEst
Sfek. Hlofelis Mol AT Huf vF] S175HA] 94 % Ur.

opAErO E, Ao MFAY Wo HY 22 TRIP H8thY pCHYNH HHROR
TRIP H89H02t 1R ojio] QA ek B4 Aolind F8L A2l =
G ghE EL o) SO el WS bt B3 Ait A YABRFLS A A
(Power surge). 710}, &= W2k 7|42 Aol et &5k WGk I oleid @

A ek, 9Juiziejoloh o] AFES Tshs APl SPYALES]o] 7]olck
51) TRIA Section 101(b)

72 OlfE1IA 2021-19



L) MOJHEE St 7|20 MEA st of 2

[©)

ul= R AolHERS HHEY Z2TH0 AJ2 W HAEoR IdA7|=
ol AR 93, AtoleE|A=o] dieh B SiAE f5f 7€ HEHEY Te 10
SHA19} ATAE T2 HAESH 9tk 9]3] AFSF GAO(Government Accountability
Office, SIAZTAFD = 20199 HIFHES A<&A™H(Terrorism Risk Insurance Program
Reauthorization Act of 2019, P.L. 116-94)°] A3}, © 8|4 F&= YA|E &35
2 5 e vE 35 Es UL 7INEAE ] it AtolH 3 A o) A HlEa FoF
3, @ P&C 2Rl HAE T Ato|wu gz Qlo] Ao g2 P9l tieh 21t &
HRIA] o, 3 Hg4kdo] AtolwE|Aaao] tigt 284S 0] A=A oF @ T
TRIAS] HHAEFFZT} AtolH HF 2o ARHA| offof Higt 75 3 Fol 3
Th.52 &3 5 ol w2t GAO= w40l Z71s5to] AT AfelH Kol t85k7] f15A
OJ317} TRIAE ofBA AT AR Hiet 2dg AA[shof et & d+-= 20214
ool g ofFgolt}5d) Hl22lE FA7E E2A ST Afe|HFte R olFstal, &
A HEHAE 229 AfolHE4 o] Aohddl wet 7€ HEEE 2219
(TRIP)Z tF WS 4= 2= AR

sl

I

o

%

Lo}, CSC(Cyberspace Solarium Commission, AFo|HE7t &) YIS S40

2 Ao EA Sl= 2J5t Aw Aol W= A A5ET 9k 20164 A DA 2lA|o} F
AY NI 53 E S 5 =71 AEE He fAEY &0l v=9] F8 7|HAIA
T} Aol FF= mA A, ”]‘—'—#*O* Ap=o] AtolH JHo] SHigt YIS PIE 4= U= A
oWl ZA o] th5t o] AeES Zglely LTS A 0}7] e, 20199 v =Hr=EH
(National Defense Authorization Act)oﬂ mel CSCE SFRCE CSCe =74, =5

B OHER PRI, HEQRE AMRE VAR E 5 —1{—7]- A7)0 2 1A QA7
=, AtolHZ o] tigt vl=o] A MYt sk 4FE S

20204 39, CSC+= A3} B 114|(CSC Final Report)S TR TE CSC7ZF A|QFsH Alo|H
012 e ) Aol 91 vl HRe) Fao 22 AR ARk, @ T vl

A BT 749 A 6 S710] B 32 A @ HIVISIE Sivt Aol A A
P4 R, © WIS} Aol HAFY 29 HeE, © 2471719 nER £Y O

52) TRIPY| QEQTAXRE £Q0t-SHH(2021)8 Z1Iol7| HiZH
53) Public Law 116-94 Section 502 (d)

M. 9= HEO| AMOHEY AIF &0 S8 73



2 37 67f F&, 80719] @it g 1AH

I

20204 39 €SCo] 807 WA o] WEE & 20209 12¢ Arga} sHS CSC WA
3 2= 2571(31%)= 7Aool ¥HY5}9 0 H(National Defense Authorization Act for
Fiscal Year 2021, FY2021 NDAA), YA HIUE FF JHsE Aoz oiHrt
(CSC 2021). CSC2 Bt F 47]7F Ao 3} AT o] Qlet. of= HF @ &
KIS ISt Aol A A A A=k o] AR = FASFE e vt Atk @ =
EQIER W Ato|HBAIST AX|(HIL 4.3), @ AHBF Alo|HEY AE7 4 E
BRI ALt 4.4), @ AolHE AT BES A3t FAF HEVY 15
JQF 4.4.1), @ A AtoHARaze] Thet AE-O] AEFA|Hof| gt GAOS] A 3
(@1QF 4.4.2) Solrt.

TFAH R, FAIRt 432 FRIF Hey AxbAQl Alo|HE A S F4Fstal Hejiteio]
Bl AS5HA Ao AT E U718 4 952 ZEQNH E(Department of Homeland
Security; DHS) U0} Alo]¥ EA|=-(Bureau of Cyber Statistics) XS A2t} Tt o]}t
Heisto] P Hto] TojH AJefolch

=0l Aol E ] W Bl A2 fis AgR-e] Aldstel A
He AAJoke HkS ARSI CSCe HPAIFe] agdor
Iod ol= 7149 BlaaE] Bl Ao ERE Ejof wiRt A1 HY T}
HE 7HAZ & AL Hodtk. Ty AA A YR A
gtolEut EAPEAPE B0l Aol E] A0 dieh 884k 7]
oot AR =2 Ao Foet 2] HE A5l o|FoAA] k=t
Aol ot HEAS FHRO|BR AR Bl AH A
gl v AtolHEY M7 Arietole| ek S A w5 3L <

=
o)
ISl g5t Golslo] Aol HANES AU 4 YES AR 42

r
kl
rO
=
N
rlr
N
d

o,
T
e
uiel}
ro,
N
:

™
rlo oﬁ
o]
o
4
»orE
30 ©

o,
(1

1 i
ox

AT
i)

i)

M =

(SII=Ao)

14
i

19 fg my
PN
j@l
A,

N

39, O%o?:,

Hr
> ook
ror

of

=)
N

)
Lo o
Sl

=

(i
]

i)
Y

2,

[

A 4412 F7IIEE o] FAEH AU WEo] BB} elAT B o
A7k AolHje Az BEYS AMT Holeet ol 15t BAS FFOR AYFES
AQstec. BEAgo] S85) T@Holetd BYR U BARKE: HHE7]99) ga

ol

p=S

54) FY2021 NDAA Section 9005.(GAO Study of Cybersecurity Insurance)

74 OlFE1IA 2021-19



3 522 dehit AEEA, HHY/|P0E SeiF ARHOR Aol e A9E ol
£E, % Aold] HOM JRES St V1A A8 4 Uk o HY BHAYo] ALY
71ggEe] AR AP AohiE A FATE WIS 88 Ao] AA=lojop
S1IL B 8.8 A2 SlohA s el HFeolE s} Slolok dek. webd FEQhuR
ol Afo] s EA-E Bx|to] Ato]sAbzo] ek BAE TEhi, FEARE o] 2
Follet 23 Bl AR THY AN BX/stel FA dolg #a nd

P2 MAE Fart Qlal Htr.

A%k 4428 A Aol AL et HRe] ARFA e Tt ATE GAOTF 4
FH(Department of Commerce)- FEQTEF - YFHL} Fololo] =Pl =E Aot
T} ol FY2021 NDAACIA &bl HEo] #2422 ig= it a2 7414
o2 (@ TRIPO] AAHA M} 22 H 3 P&C HH o] HAS HAT 3¢ ofwdt &A17F AL
4], @ TRIPO] %7} AT Afo]HALLE BASH|of] SReHA] off, @ HEEY 27
H IF 71EEs]N20209 71 29 g2)o] AdA AtelsAfaLel tish AEgt 1]l
A o5, @ AYAHT 2 o] ek vl BY, G ojH {2 Al|HARALZ} TRIP &
5 8711 H2EE AP B ol sigvt=Al, © WY AtolH E|2iE]Eo] TRIP s
224 HeEE AFFA O ZHEEA AR, HEES AFFH O ForA] ekor
TRIPO] Z&H|A| ¢h= AtolH3-A0] of= H=RIA], @ &4 2S5 dizl X214
o= ARt A oA st WS AP H oz A, Ao|HAlLE AR
7 g5zt A2 02 AtEA] =, oW Akarzh Z18] 3 of| A7} TRIPS] BAH
ol ZgFEofof sh=A], A& E°1, vl= 710l Higt AfolHZHo] Bl AA] Atk
TSiE = 73 TRIA A ZHYRIA] o 75 A-sfof gt

o4 CSC7F R AFNET Helehs, u] 5o 28 AT T A

2
=
ojsg Al fitt FHL2 HAZ duit g2 o 2084 dldd < Al

_l

ro, UIN

Il 2= 7o AOH=E MY &K 5 75



(I M-7) CSCO| Aol 2fR[2f Mzt

228 FEHE 2 =g HEH FB || 2EEER R
| |
[
CsC
|
CSC AtO|b] AR HE
[
| I
Adlsisds || T 27t =RHERHE || aziegn || 2A1719
93t He B 2AH 5= 2 Slet AOIE | oot || 2=n
e e R 51 == mar AEfA M 21 oo Col
T Hat Ha SLES Hat =oEe =

Xi=: CSC(2020)2 &6t KAt 2

St

B30 ofat

RIGHAFER

(B M-3) CSCO| AO|HES 2 H19| #sh Tt

w2

PENTS,

4.3 Bureau of Cyber Statistics AX|

e

oY Mt

4.4 MO|HES HE7H g flet
SHUYREAA [ KA

=20

FY2021 NDAA SitEl HES
S 2N ofy o2

ISt MO | 441 NOIHRIAT DO TSt BAF _
MEP T LEHs 15 LHBY Hiot
ey
— B Fek FY2021 NDAA
442 Mol chsfele chst o) | ZERE HEL THROT] S
NepmeTw KB mey ge | o0 Des o FEA O
A2 CSC(2021)

76 OlfE1IA 2021-19



H II-4) H2EH T2 DTI A

=7} H2i2lEs F9 =/ DTI Z=A|
@ 2Ol 39|, F= 4Y-KS-FR
7[HEALEO| ist SHRO[0{0F SHH,
@ 0= W, g5, 0= A8, E= 0= et HE
e Li &GS Z=2H5H0F of, (Terrorism Risk pul=Ile]
@ 02 A2I2 L 8 = AQE | Insurance Act of | HIZ2IZ QX
Soff 0j=8Rel ds 3 JHo| s 0IxY| 2002)
ofat Leago] UstoRA| JHOI T JHRISO|
of5H BoHKI= Bl
HE
XXIS Q5 = XX} ZRE JHOIS0 )
%1:?; 4= Tloelhozl — +—|-|-'|' |_; ! H|_E_| (Remsurance XH—?—?—9|
(GB) = HEE H=EA7|AL S22 37| Hott (Acts of Terrorism) | El2{2I= Ol
Agol= Zain £ 2N #9 o =
Act 1993)
el = Egte] 23 OFf OJTXOR 9
E= 2| o5l ZREAE S
WoE BXOR HoiR T %4 59 3 - o
@ O[] Of5t A% 2 AjZio| UM Tt == S
oA | o] . 2 (Code Pénal-Article | & ESoR0f
Hol, %, 23 U BB, M e RE o
ADALIO| Efx 421-1) S
o =l =TI
@ Bk, e, &1, & a4 3 ARE
32(0[5} 442
JHOl = JHOI0R O|20{RI THY} HX|, maa 35
ZW, QI = 0|dX 0192 HE = B o 1o
= o b e e n T ST e o | DRI KR | Y SR
IO PS 77| 2l LB B n=
7tote BE & =
FRA, SWA, 0|EX HES 0|F7] 2ok
2 L= tiss ot S OIXIAL
Aol= AMRI=A, EfQI0| AMzket S2|X L[aH, HE
5= AZISH MiE2ol, AlY, Q1 2R, 332 2 | (Criminal Code Act =2/
T Y EA o, HXAR(E £ 1995 Part 5.3 Secti | H[2{25 01
HEAAE HHEMAAE ZSAIAE ZQ | on 101.1~101.2)
BIPINY NAY )] A2tst e &
oE =efols ¥
7|1E EREME 2P0 ofl Ale| 0 (Regl o del o2 7y
AHQl | 2Ot BLE AMY BHOR weKls RE | TEOITEND | ol meiow)
=Zayxio| 34| seguro de riesgos m=
T T O [=]

extraordinarios)

Z=: DTl(Declared Terrorist Incident)

=

INCHPSIN A IS oy

1.

= S8 A9l H2i2iE 21

OIf2A, HH2IE 220 X5 6RE 25

2= RO MOHEY AY &N 38 77



7t MOIHES AL

I3 714E2 AlolHARLLe] thgt HARS HEAQ AR Y E v A AT o= A
OJHEYS E3f P Ut TFoAN = AEEHT HIFAAEY BF Afo[HARLE <]
S AEddl], FASHES, A AENE dFH R BRI o0 tiEARI 7Y
B9l ISR(Industrial Special Risk)> AE&0Q}t FAFHLENE B, ZLAE
HEHA 0 g Alo|HgRE JFA 08 AR A2 oA ATt Hie} o] ml=ofAf
= 200695 HIFHJE Ao HAHH|olE HAG AJZO & Ato[HALALS] thet WA
F5tP L, J=F 2o|= AFIME LMA 5274 5 Afo]HALLL HHo] vijA-IQH o
SF7HE| U 18y 2o A= H R A E Y ofo] Ato]HARaLof| Hiet B E= A
<& BAIH O R F7g5HA] ol Ale|HARILE QIgH H A ls7t 7] el A AR A oA
BA== A 2R 3 4IHHOECD 2020D).

20184 T Ao EY APFFEE 20189 YFEFR 7| oF 19] SR(USD)E 34
HTHOECD 2020b). F717F 7198 AeE ¥} o3y deEd=rt 42 1009
g8, 449 2Rl Aof Hohd W= Afo]HEY APFtEE ] A2 Holth. 359
B Aol EY Aol W 27] SA oY REE Ao Ee ZIARe] iRt ekt 4
A7V FAEA G, AERAL 5o & RAW AolE Hoff, OECDE
University of Cambridge®] Z-FFA0] MER, 7|959] @= Al[HEY 7RIES
20% LR, Hi7]4(35%)°] Kt A= 0= ZI]Ish= o] At

AROIHALL F7F W At AT o] Tt 7] 49] Q14] A|aret TA|, K
Sffof] that A2 ejA] AJe 7|4l HEea STkl 92 v A
HE ko] thgh RO 3ol XA}t wsofA A kR HEE Uk 20184 ©
ol&] Asfjof thet FA| 257t Aot HA T Alo|HE O] thet =87} =okA| 1L Sl=
FAlo|t}. £k ofe}, S AR = AP EE S H(Privacy Act of 1988) S IRE A],
FEFS 9 2109 S S04 13T 55 g, ¥ §Htog QIst #go]59] 3
Hi, T= SR 10% & & s o2 JF2Yste A2 =2 Fo|tHAustralian

Government 2020).
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Aon T Marsh®} 22 B EZ/NAA| ) 29, XL 53 Alo|HEH AL =2 Alal
Hie 8l Esfez A8 88 I A B S47F EET Aon TAF AL

& 20219 2/427) E¥aE0] A4 o] A 80% EEI HAF AF Ae4e
3713t Aoz HAskgltt

Lt EEHY
1) H2EY T2

9-11 HHF ololl= Aut 7|EHNA el e BT 12 9-11 2]
< olF HEHS0 tet AEIGEE A2 5 QA A HAbE HEEE AleS
w‘:}o}ﬂoﬂ ol=Ftt. Hl2iZ]|Eol et FHGA7E SEEA] oFAF FAF Yl A £E0]
AL gof, Y FolAY AGEHUE A Z2AE, BEi Aol FH4- A A
it oo AHLE= 2003 Terrorism Insurance Act 2003(E| 3 E & H)2 A4 slo], &
7HEl2EES Adshd, d EaA ol B7H H2fHdzgo] FastH =S sttt oF
T el offof Faglol, B4 ALt Eﬂﬂiﬂlﬁii A= B9 H2E
So8 QIet &8 HASof it tiAl A= AFF Alstel Hi=EE Zﬂ% AEH7|
T, ARPC(Australian Reinsurance Pool Corporation, 35 A E3H)S glo], &g
o] HE2lE A Al EAIJAM HHEE] it AR AS AlSSkL, 10004 o5 g
T YlollA A2 B3t
ST ElRE SR FA THIL Ao o) HHEY Zrdo] APEHTh Insurance

Terrorism Act 2013914 Hg2]&S HEE A OotA] ghol P AFe] A ojof whet Hido]
o] FojZtt. ol A= ElHZAE P |(Terrorist ac)E FA| A, TuA, o] g4 Hi

o27] 9Io) AR EE TFS Fsle] AL TIAAG FUsH WARA, D BRI
A7k 2249 918, @ A7 AR, © A, @ A9 9%, 6 382 ol 4 1A
I8, ® AHALHEE Sol, JRALT, HRBAAAT, FEALT, 38 FA7
ARA2E DO A7 el 8 Sas zdske Y= FoRTS @ A

(Advocacy)- 39| (Protest) - HFtf|(Dissent) - .= 5 Y 3§ Q](Industrial action)ZA], B2l
A 47 014 oS A, A0S 2AGA, 4R ST, 35 9 E

55) Criminal Code Act 1995 Part 5.3 Section 100.1~101.2
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2o A2 982 4E OJwt o Aol HFAE Wl et o
o S, A% ABE EL AL A2 e 2 S Zefstelelet
3 Fa7-0]q 4 o] obd X|A]-39]-u- 54 3

Dol P Bl AE Polo] oA Qper.

u
g‘:
)
T
1
19
[¢]
%
n
X

o]

ARPCO] AHIHR7} AFE=
ARPCY] BRI A& A, A, A, 5SS HYEAER 5= BI

=
A 9G4 W Aolth. A, §F, FAG 99, A5 o tfe TS Aol
it
=

ARPC T4 4] vjA it
2) AOIHEZO| Bl2i=E M2

£ &% HEHE ARIAEE A AR, 39 F7|& A%
of i 9 SHAE ARSI & FRO /Y glol= HEEE FEIF AolA A=
| o2& ARIA|, 191 " I F7HQ1 BT gleAE
At Ec) 20069 12} AE(Triennial review)S AJZH0 2 20214 62} AES R3] 0|
t}. 20189 52+ FAARREE] AtolH] HHEEOoR et AEL] HHHEY 48 ok
A E HESHH U oFAl 2 A7 ARl Z|&2Q1 HES 9larshal
A} A A & A A = A E Fofl AU

i
o0
S
[\9]
—
)
o M

SFOA= 2016\ K- Alo|HZ-A o] thgt BAguo] A Xpelofl A HEE U Aol
H3-49] 3t 2] E4o] 7HASHE AL HIFHAESY AT &84 7oA AlolHEte.
& ol5 Aol +27F @A I o]o] ARPC:= 2016\ 3¢, AtolH HZHEL
2 et AEEsr HEEY 2RO BAEE EQJAE AESHATHARPC,
2016). Terrorism Insurance Regulations 20039] Schedule 19]|A+= ARPCO]|A] HA &=
407 FEZ BASk=Hl, AFETAC] 1 F sholth. Ae|HEF-A2 Criminal Code
Act 19959014 783t H+EH 2| 0] Sidsto] ARPC EATAOIA viA| ). whahA] B
A Hlshe o HASHoA A9 44 e HdLor A% =24 AE EiE

56) ARPCS| H|2{=& M2 407IX|2, Terrorism Insurance Regulations 20032 Schedule 10{1M AAG| 7=t
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BAECh sheehs, 5 S0 Heidne] tii ARYE AFshs ARPCE 2
WS WA0E FAstel, F &1 BASH geth ARPCE 71 B R Y X213
o] Aol Hlejel% elamo] that BARME 2Rk BTk ARPCT} Alo]Hl g4
o o3t AELNE ARBAZA BANTA A HW 2 5 ool ojg ARFH
2 oA 28 BYBALE0] ST B 7190] FF5H) @ Zol7]o] BT o] %
A S o]t

20189 A|53F HAfA AtolH H2E]Eo] T AEESE HleEd BAAgs] 23
o} sh=A& HESIATHAustralian Government 2018). 121} 2018'd FA] AAAIRH
oz, Aol BleleiZo] e AEEA BA] dhet B EASIAEE HEI o)
Aoof & THEo] Tt A A7 EASHA] Thal HAl Afo]H HZEE o= QIR A
&S BAGE 2] 7|E AEAIUY. FAXH R, O 27 Alo|HEQHIE
(Australian Cyber Security Centre)o]] T2 T AE XA 9] Alo|HZZ FTFo| o}Z]
S AR whHolz] gtk A, @ WG Alo|HE Y Aol w2 AgAstal lth=
A, ® A BAgdo] £X 5] ot gk, HEIAL ZHs 97| Y] AR

Q%5131 Qi HE Hot WA BATME AR Bl ofFri He S

20184 2, ARPCE= OECD, University of Cambridge2} 3522 S Alo|H] HHZ|S&
of gt K AaE B7Iek3al, 11 A¥k= 202089 OECDEVAE 53 /1= Ut
(ARPC et al. 2020). A .2, 7V AU42| & F/5te] AfolH] H|Z{EFo= QI A
E&5)9 JIFTHESNE FATHL Aol EH2EES HEEY EA/] 238 4
9 407 oyt EA|E0] JEAS AES N FAF o7, A7 Y 7R3t
AtolH H|2E|E AU 2 o2 7MY @ 344 Hellol ATolE 55 F3l
ESAR ) WaH Qdsbdol &2 2lEel2d HES st o5 FUAFOlA
tio i Edko] dojubs AU R, @ & Y WA LTS FAsto] el E
Aok= AluE] ol @] A 8339 B8, FatEAe 209 &9, @9 &
AL 4189 g, YA 139 2|2 AU Ao|HF Ao 2 FatEAL 7]
&o] ARPC7}F BASHE 439 ARL(E E0], A=Y tiiti Fibo] A9} fAtel
U, &S AeketEsA(9209] @) fARsth A HIE A 7S RA
I Al 7Hs/do] SRR, AlolH gl 2] Eo] e A& &4
g Aol SEo R QI HA st o= ol Aol st
o A= 27} i T Alo]HZA 9] 4% ISR T T Alo|HEY 5 ¢ B A ko] AW
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3 41§ K502 QI8 WEBHo] 24T 4 glcka Holth web 7k o Aol
FZ0= QIgt AELL} U= E Insurance Terrorism Act 20139} 1 SFY+F
8= /N Asto] Hl2 iy 29 0] BT Tk A2 AlRbSISIt: &, ARPCO] A
WEE AR WA Alol¥ dleleiZol o, B2 uglo] 3H-Fud o
4 B8 711 ool Aol 3202 St AE AkE Aolek

20209 1299, ARPC+= University of Queensland®} 35022 55 U HE TS JY=
et 41z A BB BT, o AT HYFue] 2US DA
o] &S HAIAPE 7] 4ol Hlishs o EAA ol A FHSHA] ¢b7] wizol A A}
l ARPC7} & &3fiof] Hisf AEAGEE AT o= 45 @ ¥ EASENA 2=
S ofito] AFglo]l ARPCOIA BABRE B9 5 T /2 A%, Aol 332
02 Rt AlEdsle Ot @ BiFoflA HAggulo] A5, od7kset e HEHaH
= Ex}luﬂo] 7P A5 R o g BrlEQie) Alo|HF A ABEE ATt IAF

23519} A2 QI3 YPEThEs)=, v]E ARPC AR ITH|E 51T x| oA
‘?_h W2 B, 207 B 5 AlRbA ofupnt WG Aol A AR E L 7] izl A
OO I8 ABEANTIE BYFo] Wk ueket 1 9| el AEe] Ast
Sk Aoy Zukz 915 AER Y] 928 FAAHLone actor) 507 QI3 B
A HA Rk} AE A oA 2 HAEU, T2 QIR FATEEG e d HEAF
of|A] BAJE]R] oko} HA}Tulo] Alzket 220 2 whotE]9lr}

20219 79, AFH= Aot RS dgo®, O HHEY T2 X]é.\—f’g ZRIA] of
. @ ARPC HAt o E214] AlE &42 Zdske AloH H2ElE2 23 ZUA
o5, @ ARPC7} HAGSl= B 2|AT0t o PA A8 ARIAS 5 ’\ﬂ 7HAl S olA]
of ot AR H T AE 2H5HY o|sfAIAS] AL 8 A5t tHAustralian Government:
The Treasury 2021). FIBAIROIA] Afol] HlHZ0R oIgt AEEo)E o Hme
HASIL Ql=Al, AolH HEEEo R 19t Aleds] girt SwA ¥rhd, 11 292
F3loln, FR7F ARPCE 3l Aol 7Y 39 Aol ofwgt #shrt B4 Ao,
27 ARlofl A8 wit s 7E QheAlol Higt o Ae 235k

o]0 2021 8%, §F H3=7)91&3](The National Insurance Brokers Association,

57) 2022 7E5E ARPCE 7|28 EI2IFEED OfLI2t AOIZE X 22 QI3 72 47|/ MEASHE 2
Yotz M2 D2Tds 29y
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NIBA)= HIZFAEQ] A|HEAH o= QI AleEsiet ATEEE B9 HHE
o 203 Bl ZIAA & AS AlDSHAH S HASAP} 7| do] Hfist=
HAA oM Afolefz-Aof ot AEEs  FATILENE L7 BASHAL AAT, H|
2| LB ofet Afo|HE A2 BAFG=OA A o wheh Aol HAg o] EARICH
AL BRIt o AFE] Qs ol 5] AlolH 2SR QI AleddE
B of2 Bz, AlolH HiZEEo R QIR AleEsfol tis] ARPCTL Al EAEEE
AsdE Ae 245 ol vHl Eobd, o5 HAJA L Aol g 2Ee] tit
AEALGET Ao, HHSAE AlelH H2EEo= Qe AlEEsiE 7170] ZAst

AL ofo]| tigk &4 9| AF-E A3l 2Jvlott.

(B M-5) 7k AOJH Efl2{2|50] et 23 EE

Jtded HE e 22 IS4 2 FUAAY S
MEL(ISR) H22iE S0 TE PD2 Bl T2, CBI Mot 2

B &2 H22lE T T2t B =7t

AO[HE S PD EY =71, Bl FNC=z HY Jis, CBI €] M BY 7ts
= HieH=EH AO|HEHH0| M2 PDt Bl T2, CBl= &4 MiZ %3
ARPC M= ArH 2| T Ot B =7t

2! PD(Property Damage)= ME2GHE, Bl(Business Interruption)= MEEE Q15 FPEHEGHE, CBI
(Contingent Bl)= AT Xigds SO= QIet DHEAIC| FAFTHES
Xt=: OECD(2020b)

:Oé
[T
10
=]

9‘|_

3) oA & F7=9

=<

20204 57H%¥ ARPC, OECD, University of Cambridge?] 35 37-= AlolH HHZ|S
W =71 IS AfolHFAS H2E Y TR O] BAT o] Zoksle Hets Alsia,
olE AT Al AHA o= oudt £AIEC] U=AE HESIITH ARPCO| AHIHE
8912 Yofotol BAR] Atglo] BA1H B 7171 okl AolMB AL EeH 7

1
9, ARPCO} R the} 28 4 BA0] 49 4 Yk A4 shgich

A, B el Bolsk Fel, AelHFAY B9 AAlo] FAAE eI}

58) The National Insurance Brokers Association(2021. 8)
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olfiL, 4% TAXE S5k stHete SAAE HAA S olgy F4s
A HEHAER APEP7] & | o Afo|E4 2] £44 A3t 3 A% 572 of
<0l HisiAe vy At TS o Y oj&7t gt £A|9 AfolHE
ZlEo= A Hsire B2 F43 23t FHA ElFEE g2l Fatsfof ¢
. FRolA Rt vtoll 2, A% Aladd Ee AR A ] At s 3 vt
A 2T e 11 P F2o] HAH, T, o3 o] obd A|A|- e
R - 15 91R1 ZBpolle FH/4 HZ 2 AE Fo] siEshA] St 511191 AtoIHE
Zjo] HA AR ol gd P T=UA|, A4 -2 -Hif o] W=RIA], F2 T3]
TAEA E= A 2R oA 28 AR

A4, 27t F 9 A AT AL 7| AU H3Hg £A. 181 "HHES
Aolete] At Al 52 7HA AL Qo] 7|1& HE R Ze o] A o] 715}
ok @A ARPCE Afe|HF- AR ofy2t Ao = QIet AEs © FASTHES o
A= AEIGHE A S| Feth 71 2 W A Ao 34 0] A4 AgHA
20| 5t =Ao| 5k} AgY Zo|th ZV} F& U XY Alo|HET AL I A A7t 20}
2h= AolA 4 Hi=EEe] ’E Hlojdth

A, ARPCS] AR EGE MSIE Aol E2elE 2 71 j Aol A 02 g
729, ARPCY §IB=2EE 345 Z7H1711 ol ANEEE, AHER, AR
SHIQ] QU Zah Aoleh ARl IAE 2299) Aol ol wheA WS 51
w], ef ofe] Aol BkEol FAAEA F71e W2 Aol 3 AL

L e ngska gt

(i

AZSAE st Hock. A
vﬂwﬂ__ea A% 71909 HYTAE 2H9] ol A ety ZE ) HA

32 Flol ol M7 BT s ok FES) Sk 1019 A2 e iEg] A

o[HFAOE QIR AL W FUFL] e BFFolglont, ofo] FasHA]

3L, Tk HhE Aol H B A Hhat B /Fs S Bweld FESL Uk F, 1E
RE L2190 Aol B ATk Fol.
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3. 8=
7t MOIHES AlE

G HPAOA AolHE: B A[HEE,5) 7 GAAR ] AL &
ko BT ALY, 1ol EROY FHBA AS B YR 52 B
AL AolH] o] /1% §3 A7) 7199 ASRFR FR0 s FLH0
2 23 vt Qick. Ibuks R AolH| RS Ha AR o5t Bus o
o @ sofo] @A} ek.60 o] T Ato]uHFo] S vl 2, QoA
L GERA Aolugro] fat JEEs S9Y] WEOE Folfirh Teht B AL
o] Al Aol 49 ARO| OF 25-33%S Hugtchs Holch. nlo] A4 At
oluY UFHARO| oF 00%E AHBE F Sadety, GFe F FIAR T 5 9

THAM Best 2020).

o

o= gxd - &S} m|t]o] - AL =2 E(Department for digital, Culture, Media and
Sport)7F TAE BZE WoHHA, 201798 E 7|HE tOE At Hl M |RA}
(Cyber security breaches survey)S "\l $=9§5}1 It} 20208 A wh=2H, tjAtl 7]
A9 46%7F A 197 Ao|HZA S AT AR Ueon, ol 7|gEe] wet
43~75%°] E3xsto] 7| AT ALY 7o) w2 AR YERHTHCER TI-7)
Zx). E3], o= 20179 FHIE AXB|AA E(National Health Service; NHS)7}
A Fzte] WA T4 ot mioprt 19 277 22 412 HsiE U= 4%
of o]23tHU. K. Department of Health&Social Care 2018).

SH 7199 %= D= AfolHE Y, 28%= YEA AfolHE Y ZIlsk= 5 SH7I
9] 32%7F AOIHHEE 7HA & Ao YEdT:. RAVIIES 7 Ut wEt g
= 4~21%, F=A FEE 28~32%0] ZEAt. =, FEFA O] AEle] 7GR A
A4S HA7RIER S7RITH Jid o= Heto] Foft 35S 53 AfolH3-Z0]
Hishol whet, ti7] o] AlfRae] dF=A SH7|Y0l AlHEY 7S 25t

59) FAHEOZ AO|HAHAES(Cyber liability insurance cover), 71& E&O A (Technology errors and
omissions, technology E&QO liability insurance)2| SEfZ TOfE!

60) U.K. HM government&Marsh(2015)0lA= A7 AIOJHES AROIA F=20| RIX[GtE HIES 20144 f
BHR 7|1F o 10%=2 FH6I¥CH, EIOPAR018)= 2016 7IE EUZF AfX[oh= HIES 5~0%=2 33t
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= o] Aok E3F 2018 GDPR Al 5 ZHR/IAE T A A= Qs A=4<1
B7}90] ol AT Q= Aoz Hofelr.

(& m-6) 20174 {LH=2t0] =24

2H43210|(WannaCry) E= YHIZE(WannaCrypt), WanaCryptOr 2.0= 20174 58 1222
Bl SAsH 2490 HY0] S0IC 2017E 58 1228 E HHE AR|HEZHE Soff g2 (%l
O, M MA 15071=2] ZRE 302t Of OlME AL L AREHO| 20719 ¢0= U3
20l= ASsE Mg F= U712 300E2(Y 348 )2 HEEZRIS 276t, AlE L XIE5tA|
oW Qyls HiE STUCk=E HAXIE ERICH

HUF210| HHR0= LR 7Y THOlS EfIQE of A0| OtL2t M MAMCE 258 UrE 54
ol a7t ZiCh YH3F2t0] MO|HBACE F=oM= =RIZAZLAH|A(National Health System;
NHS) A5 400 7 H0| 8tAt 7|5 MU EX| Kol S =0 RAES WAL HAS FARMC
= HRE= AOHSZ0| JUAH 2017 5& 12URH

18R] 2AHS0| HE o Fa S22

Mtz X=E A ot zeE HIES 2,5002 2, folh‘%l*. < 620t 73 Ao EH ERF

B AA" 5710] S0iZF HIES 9,6002 Foi= Fol, T 19 23T H2{o] IS Y2 A=

FYoIRN. HHEA, SO[XEL ALRIO] HefELF SOf TH7 |, 2AIOF LIFS, 2A0F YRR, Al
Ot SLAL HIZEE HAl 4F LohE 2UC

201749 68 g= YR AHISH0| A0 SAHS S2t0| 2A0[2L SA AU =t FEIL

HS0| QU= ZOR UafXl HPHNE BINRA(azarus)7t O BHS 2S 202 BT

Xt=2: U. K. Department of Health&Social Care(2018)

(B M-7) = 7192 AOIH2IAT X AMOIHEY 71 AE

(o2l %)
= A 7|1 Al Z R B =7 o7 |1
y = AO|HES 4 2 14 20 21
HH - -
712 = - HHAZHRIEH S
= or=x A0 |t E) 28 27 30 32 32

AMO|HEA E 46 43 62 68 75
T MOHEZA FE2 Al 192 MOHIGHE 3 Z&0] U=A 6RY

At=: U. K. Department for Digital, Culture, Media and Sport(2020)
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Lt SRR
1) H2EY T2

19904 o]Hof ke =0 A= ot E HEFofRto] ofgt H2|E]|&o] HIsHA EAgst
RO}, EAFEI}F 18] FA] oo HY3Ak= NBCRS WA O & St H|H S 2 E
7HA 2 7140l AlFStAth Ly 1990dt) = 12719] E2{2|Eo] &0 8 WAYskAt
g2 el digt g2 AlFo] E7FssiA olo 19939 F=2 H2EY & L
A E S 3|A} Pool Re(Pool Reinsurance Company Limited)E A &5to] HFE|Z£0 2 QI
off ARt 7149 Aedd 9 FAFTEENE HAINERE FA 6t E ofal FF7}
BERARE FAIRE AFHESS AlSsh7|= stttk 20204 71 F= Wl 7192 &
o] B3 3IAL] 95%(Lloyd’s syndicate 3E3F 1509 7)7} Pool Re 3]Q¥AIZ Zodstar Q)
Tt. Pool Re o] HSAR= AMALY] BE H| 29192 Pool Redll EA3fF 3t Pool Re
= AFHE(HM Treasury)2t AHAES @S 425 Pool Rel] 7]50] AXIEo] HEY

e AT 5 ) H ABRARE JRI} BTG AFSEE Fheko

L

HEnse s9do AERY 2 GAFURER 485, Reinsurance (Act of
Terrorism) Act 19939]4] H|g|g|&C 2 {45t PY= 2ls] WAyt AEL} IS
S5 wARt B2 79REEE) Heeiz] HuslHon EysL Yol
Reinsurance (Act of Terrorism) Act 199394+ H|E|2]&S ‘23S {5t T 23
3} BRI AfQlS0] 3 AL ABAT|AY G 2] Slsto] AR Bejn EL
AUA P = GoRitt02) tint, BoldHEES ALt JEHE - AFSHE - L= A
ol A LA E2f2|Ee] goto] HAStH, Fotds=oA Bt HiP S &sfof o

Al 7T A AR

Pool Rel= Hl2felZ 4 2 P4e] stel h3stol HAgWAE A4H 02 Sefshet
t}. 19934 9% P4 Pool Rel= SH 2 2 AT 7|99] ALalot JYFeL

61) Pool Re 0] HE3IAL Pool Re, M5O QEHHEQTEE= £20HEHHI(2020)S 21517| HiZ

62) Reinsurance (Acts of Terrorism) Act 1993 Section 2 (2) In this section “acts of terrorism” means
acts of persons acting on behalf of, or in connection with, any organisation which carries out
activities directed towards the overthrowing or influencing, by force or violence, of Her Majesty’s
government in the United Kingdom or any other government de jure or de facto
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£ Rt 20008 0= AR} AAFA 2] AT (Electronic risk)S63) HA O 2 745}
I UHA] Z Ao tefils XL 0 g A ILRNY HEHAS At
-8 #=x). 20014 9-11 HEHEE 71 o= AlA EAATS] gE o] EQMysix|
El=te 3 maidol thfeiAIAL 200355 NBCR= QIeh Afl=Eaiot AT T &3

2 BBk 20184l Alo]] Hlefelzo] A U] AA171E TSk 5 B4
she SURITHE A 7lsle] Aol el Qg AgA B4 oo Y FTE

£ BASH|2 51 tHPool Re 2019). ©] &EE RDI(Remote Digital Interference, 924
O] et gk Uolrl 20199l HZielE B A AR 5 B
HPo = Qe g Fafjof Stz 7337t Agstel et AR W 4 &5iE Bht

(o)
=%
Sl U JAZIEHE BEASE 4= 9 EZ Reinsurance (Acts of Terrorism) Act 1993

Lot‘ T
= 7788ttt
(J% II-8) Pool Re2| HE EirH
2000
2018
P Il =8
x-@'lfférxq rlf i P RDI (AMO|HAID S 2 E)
L L L L L
Pool Re 4&: NBCR &2 & NDBI &&

SHRY- EY2 0I5 G0 A

Z: NBCR(Nuclear, Biological, Chemical and Radiological}2 aH-4stt-8iAts ALIE, RDI(Remote Digital

Interference)= AO|HAILS] LY== NDBI(Non—-physical Damage Business Interruptiony= S2|& &

g SusiX| Y2 EYETRsE Qi

AtZ: Pool Re 2t A GIRfE TN S UK XXt Rp4gst

2) ANOIHSA| Hi22e XM

A AHA 34, 20159 LAY T4 5 2010 50] Afo|HFH 0= Q
S 19 9 7 e, Alo|HFA o] ST WS k= HlPPAE 27
Azrto g 825 71540l obho] wah Pool Rel T8 oI5t BAZH] Ao
+=5193ct 20179 119, Pool Re= University of Cambridge®}9] -5 AFLo|A 7|&

[

20149¥ =
(o]
o

N,

[¢)

ol
ol &

i

63) Z=E i -dio[2A - MH|AHE(Denial of Service) 2ZCZ 0I5t &5 |0t
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Afo|HFA AlLe] 0] AT F=9] AFIH QY F oS EAISHL 8 HHHLE
Z A9 Afo|HAFE =H3}FHTHPool Re&University of Cambridge 2017). A&, 3+,
S5 A4, oA, Aok, 9, S5k BE 5 107] Aol AoleiEAo] 9 THsA
A e vt s S50 Aol thad FF 39 W G=ollA 7 A8 I
B2 2 4 AL AolHTAL P, A olmel, HST], Blo] e FAOR,
ol B 2414 HofE RIRIHGE I-8) ).

>Fl

o)
r
o
T
o3
ook

& Aol ZAS, Pool Re= ¥ AFH2 F9sto], Alo|H 527} &

o] AHARYS 75ttt 20184 'c')é YEE AA o= QI A= &4 o
FASHEALE Pool Re2] AHF=FO|A A 2J5t7| = 51Tt Afo]H H|Z g Fo] A
U AR7171E oshes 5 54 &61E Heithe A= ZRtbsto] AfolH EZAR <l
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% Sltk. RS HRA AZEL Aol E JIgt A A ABdaer
S T %ka-aﬁ BASAR, Aol ALz A2LEE S ke

PR 7198 i =7 HEEY 229

Mo ro mlo 0o,

off 23} Apo]H Eﬂﬂiﬂioi At A&t AT DL e BT ez, WA
A HH(Civil liability)> £19] AAglo] 7|22 2.2 A3kl 7Hsid A4 | AlE &
st ofy et HlE T2 S/ e BRI LA E T2 ddo] dFE
ol Slof 5 S AB3ARA ARl BAIA Edfjo]l vt HEA v e FEA HAT
CF AR 2 oFol A of Fhofl Afglol, AtelARALE QU] HAYRE v S A

1=l
Stk o, P4 HEEEe] SIS AolN3A0E A% HARAS A BEAk]
YA Hl2ese] o BEA) etk BF AolME L 7E A4S 2 AR
oA B okel AR Wo) BAklG, B, XA v g F2 W B

B Alolu Y AS] FRE 2020d BRHET 712 oF 19] 38 F22, 201949
8,7005F & thH] 9 48% F7I5IGitt o= 7149 AfelHEY =8 F7FE Q-8 AT
of 7113tk T AIHEY A2 7IRIE, &5fe B 88 SHA 7R ERE F
25k 335 Eelth di7Id(AmE 159 fr2 232 LeEA RO oF 82%(19] 5HRt
B2, F719(QAME 5He~159 F2) 11%(15H 5 /218 XS} 7199 87%
= S} o]l Aol uge] 4slol Qs W, F712h oF sueto] Aol ge] 7}
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QJA] k2 Ao Z LJERATHLe Club des Justices 2018).

= Alo|HEF 9 A& 2 20199 7,3009F 9204 20209 29 1,7009F -2
& oF 3u) Z715AT.60 o 19} 7 a180] 20199 84%0llA 20209 167% %715}

64) L’Association pour le Management des Risques et des Assurances de |'Entreprise(AMRAE)(2021)
=2 HiEgez AME. AMRAE= The National Information System Security Agency, Institute of
Actuaries, The French Insurance Federation(FFA)QF =250, 871 =2 E&SI§AKAon, Marsh, Gras
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421-2-2)%= === E Pl st
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T §2 ueke] vAAE FFEH(Aircraft hull), WY G2 w]gke] HAE& AutREY
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66) Criminal Code Articles 421-1 and 421-2
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